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From the Editor-in-Chief

obby the Robot, from the 1956 classic “Forbidden
Planet”? Now that’s robotics! Sure, Hollywood has
created bigger, badder, more humanoid autonomous
robots since then (“Terminator,” “Transformers”
and “Ex Machina”), but none captures the imagination quite

like Robby.

What Hollywood glosses over, however, is that creating auton-
omous robotic systems, such as those depicted in so many
blockbuster movies and television shows, is incredibly costly,
time-consuming and not possible (yet) or even desirable. A full-
fledged walking, talking, “thinking,” learning machine is a ways
off. No, robotics is an additive science, not an overnight success.
It is a series of refinements layered one upon another, year after
year, to automate redundant activities, create and increase effi-
ciencies and, in the case of the U.S. Army, save Soldiers’ lives.

Today’s robotic systems complement human activities, and they
are everywhere: in our homes (iRobot’s Roomba), in high-end
cars (self-driving) and on the battlefield (think drones), where
they keep Soldiers from unnecessarily risking their lives. The
Iraq and Afghanistan conflicts saw the first widespread use of
robotic systems in modern warfare, initially focused on explo-
sive ordnance disposal (EOD). They included, to name just a
few, transportable “throwable” robots, equipped with surveil-
lance cameras to support missions to clear buildings; Predator
drones; and the Mini-EOD, referred to as “Devil Pup,” a man-
portable robot designed to locate, identify and disarm explosives.

Tomorrow’s robots will be even more ubiquitous, and more
autonomous—ijust how autonomous is very much up in the
air. Bug, if it’s anything like the Navy’s “ghost ship,” the Anti-
submarine Warfare Continuous Trail Unmanned Vessel, the
technology will be awesome. What is certain is that the develop-
ment and refinement of many future systems will use a common
set of technical standards to build robots that work with one
another more seamlessly, and accept new technologies more eas-
ily as they emerge. Like military K-9 working dogs, who share a
unique bond with their handlers, robots are becoming Soldiers’
teammates in service.

Across the acquisition, logistics and technology communities,
program executive offices and their research counterparts are
brimming with advances in robotics, from new ways to produce
systems in the laboratories and factories to the products they
are creating for the Soldier. In this issue, read how the Proj-
ect Manager for Maneuver Ammunition Systems is partnering

with Army ManTech and the U.S. Army Armaments Research,

Development and Engineering
Center to develop advanced
manufacturing  systems, in
“RAMBO’s  Premiere,” Page
66: Need a grenade? Just print
one. Print the launcher while
you're at it.

Lookingahead to the potential
uses of autonomous systems

and artificial intelligence (AI)

Photo by D J Shin/Wikimedia Commons

Email Nelson McCouch Il
ArmyALT@gmail.com

in line with the Pentagon’s
third offset strategy, read how
technology could automate
some of the more routine,
data-driven tasks of mission command to save significant time
in the decision-making process, in “Mission Command on
Semi-Automatic,” Page 50. The U.S. Army Communications-
Electronics Research, Development and Engineering Center,
the Army’s home base for applied research and advanced tech-
nology development in mission command, is evaluating options
to produce systems that would reflect the commander’s intent
in generating and presenting courses of action for human
decision-making.

Of course, robotics and Al are not the only areas in which
the U.S. military is making strides toward more complex and
sophisticated capabilities to address current and future threats.
In “X Marks the Spot,” Page 39, sce how the Army is using a
battle management system developed by the Defense Advanced
Research Projects Agency to gain a common operating picture
of the cyber battlefield. In a similar vein, “Partnering at the
Speed of Cyber,” Page 44, looks at how elements of the assistant
secretary of the Army for acquisition, logistics and technology,
U.S. Army Test and Evaluation Command and Army cyber
defenders are collaborating on innovations in operational testing
and evaluation to keep up with the rapid rate of technological
change in tactical networks and mission command in the con-
tested domain of cyberspace.

Interestingly, the theme for this issue came from you, our read-
ers. Our Editorial Advisory Board chose it from dozens of ideas
submitted during a survey in which we asked what topics were
of interest to you and what you would like to see us cover. (See,
we do read your input.) So, if you have comments, suggestions
or a great story you want to share, please contact the magazine at
ArmyALT@gmail.com. Barring any robot uprising or zombie
apocalypse, I'll be back this summer with the next edition.

Nelson McCouch IIT
Editor-in-Chief
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HEADY POSSIBILITIES

This virtual reality dome at the U.S. Army Natick Soldier
Research, Development and Engineering Center (NSRDEC) allows
researchers to assess environmental and equipment impacts on
Soldier cognition, including decision-making, spatial memory and
navigation. The research is part of the broader mission of the
Center for Applied Brain and Cognitive Sciences, created jointly
by NSRDEC and the Tufts University School of Engineering, which
will also examine Soldier interactions with autonomous robotic
platforms to augment and optimize human cognition, mood and
physical capabilities. (Photo by David Kamm, U.S. Army Research,
Development and Engineering Command)

Army AL&T Magazine April-June 2017




\n

FROM THE ARMY
ACQUISITION EXECUTIVE
MS. STEFFANIE B. EASTER

AKING THE

SOLDIER
THE DECISIVE
EDGE

Robotics, artificial intelligence and advanced

manufacturing offer the warfighter new
dimensions of survivability and lethality

“Whatever overmatch we enjoyed militarily for the last 70 years is closing quickly, and
the United States will be, in fact we already are, challenged in every domain of war-
Jare: space, cyber, maritime, air and, of course, land.”

—Gen. Mark A. Milley, U.S. Army chief of staff’

n the future, our Army will transcend an ever-expanding range of battlefield

domains where Soldiers will face new, complex and constantly evolving threats.

With technology becoming ever more dynamic, we are in a race with our adver-

saries to harness and field the best military applications of product innovation.
Our need to access technology and talent drives the pursuit of collaborative human-
machine battle networks through robotics, artificial intelligence (AI) and advanced
manufacturing. This edition of Army AL&T explores our progress.

Throughout the history of warfare, Soldiers have come face to face with the enemy,
exposing themselves to the high risks associated with combat. Over time, advances in
robotics and other technologies have put distance between our Soldiers and potential
threats, increasing survivability and improving success on the battlefield. As we con-
tinue to exploit emerging technologies with robotics and Al, we increase our ability to
take Soldiers out of harm’s way while simultaneously increasing their lethality. Our

M
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intent is to achieve and maintain total combat superiority by
leveraging autonomy and Al; expanding manned-unmanned
combat teaming; and amplifying our advantage in munitions
and equipment manufacturing.

ROBOTICS AND AI—WHERE THE ARMY IS NOW
With a growing industry developing unmanned capabilities, the
Army is constantly exploring new ways to use these technologies.
To keep up with emerging threats on the multidomain battle-
field—Iland, air, sea, space, cyberspace and the electromagnetic
spectrum—the Army is supporting work in autonomous, self-
learning technologies that can anticipate commander’s intent

and inform decision-making during missions.

Army labs are working, for example, on mission command
systems that would require minimal human input to guide
unmanned systems to execute missions, as computers learn the
intent of commanders. These promising new initiatives cover a
broad spectrum of applicability in maneuvers: from fires, logis-
tics and intelligence, surveillance and reconnaissance, to data
aggregation and filtering, the purpose in each case being to pres-
ent the right information to the right person at the right time for
the right decision.

Our overarching goal is to take the Soldier out of harm’s way.
Robotics have been instrumental in the recent combat missions
in Iraq and Afghanistan against improvised explosive devices
(IEDs). The capability to remotely search for and detect IEDs
enables us to avoid putting Soldiers at risk. We are enhancing and
using semiautonomous ground vehicles to put distance between
the operator and potential threats as the robot navigates through

dangerous terrain during interrogation and neutralization of
explosive hazards. Additionally, we continue to push the envelope
by experimenting with autonomous ground systems to strengthen
our force protection capabilities and improve logistic efficiencies
in theater, especially in supply and maintenance operations.

COLLABORATION AND
CROSS-FUNCTIONALITY

In Army acquisition, we recognize the importance of working
more closely with other Army agencies and our sister services
to facilitate effective, cooperative defenses in the cyber domain
and to keep pace with real-world threats. Through collaboration,
our robust robotic and Al applications undergo research, devel-
opment, production and testing to ensure that the technologies
we field have the efficacy and cross-functionality required to
address threats across the multidomain battlefield.

Further, it is well understood that collaboration among organi-
zations drives innovative thinking. The Army Rapid Capabilities
Office, for example, draws on best practices from other organi-
zations, such as the Office of the Secretary of Defense’s Strategic
Capabilities Office, the Defense Innovation Unit Experimental
(DIUx) and other services’ rapid capabilities offices, to engage
with traditional and nontraditional developers and use creative
contracting and collaboration mechanisms to encourage break-
throughs from the commercial sector.

ADVANCED AND ADDITIVE MANUFACTURING

The Army’s industrial base must develop and refine advanced
manufacturing processes in order to provide higher-performance
technologies to the Soldier. The Manufacturing Technology

WIRED TO SUPPORT THE SOLDIER

This platform, built by researchers at the U.S. Army Research Laboratory
in Adelphi, Maryland, will enable the Army to test a greater degree of
onboard perception and processing in robots, with the goal of enabling
their use in a wider variety of mission scenarios, enhancing robustness
and equipping the robots to gather realtime intelligence. Advances

in robotic and other technologies hold ever-increasing promise to put
distance between Soldiers and potential threats, keeping them safer
while making them more lethal on the battlefield. (Photo by C. Todd
Lopez, ARNEWS)
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(ManTech) Program exists to improve
production processes for critical tech-
nologies and to mitigate risks to schedule,
budget and performance. One of the
primary focuses of ManTech is careful
investment in advanced manufacturing
initiatives to develop critical capabilities
that align with the Army science and
technology strategy, which will benefit
the entire enterprise.

Exploiting advanced equipment, pro-
cesses and additive techniques such as
3-D printers can optimize the production
of end items, allowing faster processes
with higher quality. Critical resources
and research in advanced and additive
manufacturing are leading to faster field-
ing of ammunition, drones and other
protective equipment to the warfighter at
lower costs.

CONCLUSION

Advances in modernization that benefit
the American Soldier are possible, in large
measure, because of the efforts of our
Army Acquisition Workforce. Working
closely with our counterparts in the indus-
trial base, your efforts to find more ways
to take the Soldier out of harm’s way while
increasing the Soldier’s lethality and efhi-
cacy against current and evolving threats
are more important now than ever.

Our Army acquisition team is moving
forward to provide the current and future
readiness needed to ensure undisputed
dominance in every domain of modern
and future warfare. Innovation, commit-
ment to the mission and fearless pursuit
of excellence are the drivers of our future
force on the multidomain battlefield,
and lie at the heart of our responsibili-
ties for the Soldier’s welfare. With every
innovation we explore and technologi-
cal advance we achieve today, we boldly
move forward to meet and defeat the
threats of tomorrow. %

FLYING TOWARD AUTOPILOT

Spc. Edwin Polio, unmanned aircraft systems operator with the 3rd Brigade Combat Team, 25th

Infantry Division (ID), flies a simulated unmanned aerial vehicle in September 2016 at Virtual
Battlespace 3 in the Mission Training Complex on Schofield Barracks, Hawaii. The future of Army

mission command promises unmanned systems that will require minimal human input to guide them

while they exercise decision-making capabilities that reflect the intent of commanders. (U.S. Army

photo by Staff Sgt. Armando R. Limon, 3rd Brigade Public Affairs, 25th ID)

MUM-T IS THE WORD
Soldiers of the 25th ID employ a Multipurpose Unmanned Tactical Transport, armed with an M2

.50-caliber machine gun, during the Pacific Manned Unmanned - Initiative at Marine Corps
Training Area Bellows in July 2016. Expanding manned-unmanned teaming (MUM-T), for which
the U.S. Army Tank Automotive Research, Development and Engineering Center (TARDEC) has a

leading role, is part of the U.S. military’s strategy to achieve and maintain total combat superiority.
MUMT was one of the concepts identified as a focus for the Army Warfighting Assessment 17.1 in

October 2016. (Photo by Kimberly Bratic, TARDEC Public Affairs)
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MS. STEFANIE A. “ALIX” GAYTON

COMMAND/ORGANIZATION:
Unmanned Aircraft Systems Project Office,
Program Executive Office for Aviation

contracting
TITLE: Chief, Acquisition Management
Branch; supervisory procurement analyst,
Business Management Division

EDUCATION:

YEARS OF SERVICE IN WORKFORCE: 12

YEARS OF SERVICE IN MILITARY: 15

DAWIA CERTIFICATIONS: Level Ill in

Master of public administration, Troy Uni-
versity; B.S. in business and communication,
West Texas A&M University

AWARDS:

Superior Civilian Service Award; David
Packard Excellence in Acquisition Award as

a member of the Defense Energy Support
Center’s Operation Iraqi Freedom Bulk Helium
Support Team; Defense Meritorious Service
Medal; Air Force Meritorious Service Medals;
Air Force Commendation Medals; Air Force
Achievement Medals

Maximizing career opportunities

tefanie A. “Alix” Gayton got a lot out of the Senior Ser-
vice College Fellowship (SSCF) program. In addition
to honing skills that help with leadership, planning and
decision-making, the program helped her find her cur-
rent position: chief of the Acquisition Management Branch for
the Unmanned Aircraft Systems (UAS) Project Office within
the Program Executive Office for Aviation and supervisory pro-
curement analyst in the Business Management Division.

SSCF coursework featured actual acquisition cases, including
sessions on UAS. SSCF Director Diane Whitmore “said that
previous fellows would ‘leap tall buildings’ for an opportunity
to work for the UAS program office,” said Gayton. So when a
job there opened up, Gayton grabbed it. The office of the proj-
ect manager (PM) for UAS is “the eyes of the Army,” she said,
“and it just doesn’t get better for a career acquisition workforce

member.”

PM UAS supports five unmanned platforms, each with variants,
as well as supporting system equipment, including Gray Eagle,
Hunter, Warrior Alpha/Gray Eagle, Shadow, Raven and Puma,
as well as the One System Remote Video Terminal, the Tactical
Open Government Architecture Controller and the Universal
Ground Control Station. Gayton leads a team that coordi-
nates contract requirement packages and critical components
of contract packages for more than 90 PM UAS requirements
for seven products across five product offices. Those contracting
requirements support research, development, test and life cycle
efforts for the UAS family of systems, which totals approxi-
mately 8,200 unmanned aircraft.

For Gayton, gathering feedback is a vital part of her team’s suc-
cess—even if that feedback is collected in some unlikely places.
Gayton was on hand recently when Jason Lucas, chief engineer
for the Shadow UAS Product Office, demonstrated a Shadow
Tactical UAS to visiting grade-schoolers. As the Shadow

10
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launched and circled the area, Lucas explained the latest set of
technical upgrades that Gayton and her team are working to
place on contract and eventually field to the Soldier. “I could see
through the demo how technical enhancements make a differ-
ence to those deployed in a war zone,” she said.

She had the chance to gather Soldier feedback during an event
commemorating the 2 millionth flight hour for the Hunter UAS.
The Hunter has been used by Soldiers for more than 21 years,
and although it’s old compared with other UAVs, feedback indi-
cates that Hunters are accessible, reliable and well-supported by
the Army contractors deployed downrange. “I spoke with one
Soldier who said that his unit could not get enough Hunters and
Hunter flying hours,” said Gayton. “Connecting my place in the
mission and my team’s contributions to the Soldier brings clarity
to the choices we make, the passion we bring to the job and the
focus we maintain toward achieving objectives.”

Gayton got her start in military acquisition with the Air Force.
After joining in 1984, her initial assignment was buying B-52
spares as a contracting officer with the Oklahoma Air Logistics
Center at Tinker Air Force Base, Oklahoma. She transferred to
the Air Force Medical Service Corps in 1990, working as a hospital
resource manager, medical logistician and patient administration
officer as well as awarding and improving the performance of
medical contracts. She served for 15 years, culminating in a post
as the base contracting officer for Ellsworth Air Force Base, South
Dakota, during the B-1B bomber bed-down, the stand-up of the
Strategic Warfare Center Bomb Scoring Range and the decom-
missioning of the Minuteman Missile Wing.

She retired from the Air Force as a major in 1999 and accepted
her first civil service position as the deputy director for acquisi-
tion management at the Defense Health Agency in 2000. She
moved to Army acquisition in 2009, starting as a procurement
analyst for the U.S. Army Mission and Installation Contracting
Command (MICC) at Fort Sam Houston, Texas, and chief of
staff for MICC Director Dr. Carol Lowman. “When I first inter-
viewed at MICC, I was incredibly impressed by Dr. Lowman’s
vision for the MICC as a learning organization. She described
her goal to create a future where every workforce member is a
leader; every leader continually expands their capacity to create
the results they desire; and people are continually learning to see
the whole picture together.”

For Gayton, SSCF participation was a “fantastic opportunity”
for developing her career. “Our SSCF advisers told my class that
the coursework and introspection the class provides are intended

INTELLIGENCE GATHERING

Gayton meets with members of her team in the UAS Project Office. From
left, David Beddingfield, Lady Pollard, Gayton, Rebekah Massey and
Sheila Triplett-Howard. (Photo by Bill Stern, PM UAS)

to open the aperture of the leaders who complete the process. It
worked—I loved the program.” She noted that her career also
benefited from positions to which she was assigned—positions
she refers to as “not volunteered but volun-told.” Most required
her to backfill an unexpected retirement or vacancy and took
her outside of her comfort zone. “I've grown more than I ever
imagined” from those spots, she said. “It’s a scary ride, but has
always been well worth it.”

She’s quick to note that mentors also have had a big role in her
career development, including then-Brig. Gen. Kirk F. Voll-
mecke, who as commanding general of MICC nominated
Gayton for the SSCF, and SSCF coaches and mentors Whitmore,
Marian Guidry and Dr. Jerry Davis. “My current supervisor,
David Lancaster, drives the PM UAS Business Management
Division to take ‘what is’ and make it better,” she said. She also
noted the impact of Col. Courtney Cote, project manager for
the UAS Project Office. “His philosophy is servant leadership,
and he demonstrates it in his investment in long-term acquisi-

tion solutions, leader development and his mantra: ‘Let’s go do
it for the Soldier.” ”

She added, “One of my early mentors told my team that if we
couldn’t describe what we did to make a Soldier’s life a little
better every day, then we haven’t earned our pay. For me, this is
what leading and serving is all about.”

—MS. SUSAN L. FOLLETT
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DEFINING ROLES

Soldiers from the 3rd Brigade Combat Team, 82nd Airborne Division prepare
an RQ7-B Shadow for flight at Fort A.P. Hill, Virginia, in October 2016. To
properly infegrate sensors or other additions into a system, the payload PM
and the platform PM must have their roles and responsibilities clearly defined.
(U.S. Army photo by Sgt. Steven Galimore, 82nd Combat Aviation Brigade)
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GROUND
TRUTH

Avoiding pitfalls when acquiring systems

for unmanned and cyber warfare

by Ms. Jill Iracki

oday’s ever-changing battlefield and rapid advances in tech-

nology call for systems that are more intelligent, independent

and robust than ever. From robotics and manned-unmanned

teaming to artificial intelligence to cyber and electromagnetic
warfare, it is vital that the Army acquisition process effectively deliver tech-
nologically sophisticated systems to meet the threat. Equally important is
an acquisition workforce that is fully aware of how to develop these systems
for success—for example, by applying the necessary cyber protections and
understanding the system’s complexities before testing and training, and
then providing the right training to the Soldier-user.

The Acquisition Lessons Learned Portal (ALLP) gives the Army acquisition
community a forum to share lessons on how, specifically, to deliver success-
ful systems and what pitfalls to avoid. The following lessons learned reflect
the experiences and knowledge of project management office (PMO) staff
and other acquisition stakeholders in unmanned systems and cybersecurity.
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TRAINING FOR UNMANNED SYSTEMS

LL_241: As systems become more complex and interface
with other systems, training is critical to fully and effectively
employ the system on the battlefield.

Background

The initial operational test and evaluation operators for one
unmanned aircraft system (UAS) received general training on
the system, but the training did not specify certain key aspects
of effectively employing the system in executing the mission,
such as how to conduct reconnaissance properly. Additionally,
the training omitted how to interface with the ground unit the
operators were supporting—that is, how to communicate what
the UAS was seeing to someone on the ground.

MAKING PRACTICE PERFECT

Spc. Charles Shrontz of the 91st Cavalry Regiment, 173rd Airborne
Brigade tracks and monitors flight hours for an RQ-11 Raven unmanned
air vehicle. Effective training includes well-prepared test participants and
clearly defined roles for all stakeholders. (U.S. Army photo by Visual
Information Specialist Paolo Bovo, Training Support Activity Europe)

These training deficits, all of which were avoidable, had a measur-
able effect on mission success and made it harder to demonstrate

hardware capabilities at a high operations tempo (OPTEMPO).

Recommendation

Establish clearly and in advance the types and levels of experience
that Soldier participants will need to fully employ the system in
testing and evaluation, such as missile range certification, radio
communications and fundamentals of reconnaissance.

LL_233: Use of ill-prepared test participants and immature
systems can adversely affect test results and conclusions.

Background

Trainee operators of an ancillary developmental system were ill-
prepared under most circumstances to demonstrate tactically
realistic interaction as a part of a system of systems. The opera-
tors did not communicate and interact effectively with other
parts of the maneuver force, at times hindering the manned-
unmanned teaming being demonstrated. Specifically, they
often were unable to cooperatively perform surveillance, target
detection, target acquisition and engagement, which unfairly
biased the test results by suggesting inadequacies in the primary
system under test. Only expert analysis made it clear that the
results were an anomaly.

High OPTEMPO for operational units and scarcity of resources
often create competing testing priorities. In such cases, it is
necessary to determine the best possible alternative in terms of
available tactical units and equipment.

Recommendation

Insist on using only test participants that are at readiness level 1
or fully mission-qualified in their respective roles, to obtain the
most accurate and unbiased test results.

LL_838: The integration of a particular sensor on a UAS
posed unique training challenges. Roles and responsibilities
must be clearly defined between project managers (PMs) to
avoid such challenges.

Background

The acquisition strategy for the sensor specified that the train-
ing would be the responsibility of the platform PM with close
support from the payload PM. The training strategy for the sen-
sor consisted of UAS training packages provided by the payload

14
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WEIGHING THE ALTERNATIVES

Pvt. Aleasha Stanley, an AIT student with the Maritime and Intermodal Training Department
of the U.S. Army Combined Arms Support Command, operates a simulator in May 2016
at Fort Eustis, Virginia. Scarce resources and high OPTEMPO often mean competing testing
priorities. When those conflicts arise, lessons-learned data indicate that it is necessary to
identify the best available tactical units and equipment. (U.S. Air Force photo by Staff Sgt.
Natasha Stannard, 633rd Air Base Wing)

PM for integration into new equipment
training (NET) and institutional train-

ing center curriculum.

Over a year, the sensor team observed
a decrease in the tactical use of the sen-
sor. After-action reports from fielded
units confirmed a limited understanding
of how to operate the radar. This was a
reflection of the limited sensor training

provided to the payload operator—three
hours of instruction in the UAS NET.

The sensor team that provided contrac-
tor training support to the UAS NET
events had encountered difficulty getting
dedicated resources, such as flight time,
to conduct sensor training. The team

observed that radar training for UAS
operators was a lower priority than train-
ing for other aspects of operating the UAS
and therefore was assigned a smaller win-
dow of opportunity, which poor weather
could narrow further.

This training deficit at the UAS operator
course for military occupational specialty
15W (unmanned aircraft systems opera-
tor) stemmed in part from an improper
categorization of sensor system training
tasks. The Army included them in the
2000 series; that meant they were taught
exclusively through presentations in the
academic setting of advanced individual
training (AIT), where Soldiers received
just an overview of the sensor instead of

hands-on instruction in operating or
commanding the payload in a realistic

environment.

Recommendation

The payload PM needs to assert more
emphasis on training rather than allow-
ing the platform PM to direct sensor
training activities. In particular, the pay-

load PM should:

1. Continue to use embedded trainers to
support NET activities.

2. Work with the platform PM to get
dedicated sensor training time during

NET.

3. Work with the platform PM to

increase the amount of sensor training
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conducted during fielding and possibly expand the current
training curriculum.

4. Investigate and address current simulator shortfalls with
the Program Executive Office for Simulation, Training and
Instrumentation and all stakeholders, as incorporating the
radar simulator may improve training,.

5. Engage all stakeholders to address recategorizing sensor
training tasks to series 1000 tasks, to enhance the Soldiers’
sensor training experience in AIT.

CYBERSECURITY
LL_540: Institute baseline cybersecurity requirements as a
condition of contract award for appropriate acquisitions.

Background

Baseline cybersecurity refers to first-level information security
measures used to deter unauthorized disclosure and loss or com-
promise of information. Basic protections, such as updated virus
protection, multiple-factor logical access, methods to ensure
data confidentiality and current security software patches, are
broadly accepted across the government and the private sector as
ways to reduce a significant percentage of cyber risks. Ensuring
that the people, processes and technology with access to at-risk
assets are employing baseline requirements raises the level of
cybersecurity across the federal enterprise.

Often, cybersecurity requirements are expressed in terms of
compliance with broadly stated standards and are in a section of
the contract that is not part of the technical description of the
product or service. Doing so leaves too much ambiguity about
which cybersecurity measures are actually required in the deliv-
ered item.

Recommendation

For acquisitions that present cyber risks, the government should
do business only with organizations that meet such baseline
requirements in both their own operations and the products and
services they deliver.

The government should express the baseline in the technical
requirements for the acquisition, and should include perfor-
mance measures to ensure that the contractor maintains the
baseline and identifies risks throughout the life span of the prod-
uct or service acquired.

Because of resource constraints and the varying risk profiles of
federal acquisitions, the government should take an incremental,
risk-based approach to increasing cybersecurity requirements

Establish clearly and in advance
the types and levels of experi-
ence that Soldier participants

will need to fully employ
the system in festing and
evaluation.

in its contracts beyond the baseline. As a preliminary matter,
cybersecurity requirements need to be clearly and specifically
articulated within the requirements of the contract. First-level
protective measures are typically employed as part of the routine
course of doing business. The cost of not using basic cybersecu-
rity measures would be a significant detriment to contractor and
federal business operations, resulting in reduced system perfor-
mance and the potential loss of valuable information.

LL_742: Per Army Regulation (AR) 25-2, information assur-
ance (IA) certification is a requirement for information
systems seeking to network in Army activities. Programs
need to develop IA strategies very early during the design
process to avoid cost and schedule impacts.

Background

During the requirements development phase and subsequent
build of an electronic warfare system, the developer did not
address IA. Consequently, an IA assessment performed after
the system was developed determined that the system’s security
posture did not meet Army IA regulations or National Security
Agency (NSA) requirements. Had an IA subject matter expert
(SME) engaged with the developer from the start, the SME
would have determined that the operating system (OS) and the
hardware and processor being developed and integrated into the
system were not on the NSA preapproved list and lacked a vali-
dated encryption algorithm.

Not using the NSA preapproved OS or hardware does not

preclude obtaining certification; however, it does mean that
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NSA must evaluate and certify the sys-

tem, which adds a significant amount of
time to the schedule. In addition, NSA
findings could require that the system
undergo re-engineering to correct any
encryption or OS security issues. This
effort could result in invasive hardware
changes or simple software modifications.

Consequently, the PMO expected the
program to experience schedule delays,
adding high risk to meeting program
objectives. The PMO estimated that
it would take six to 10 months to per-
form initial scans on the system and get
chief information officer/G-6 validation.
Getting into and through the NSA certi-
fication process with no issues could take
up to 12 months, while any fixes required
to achieve certification could add time
to the schedule for implementation and
testing. The original equipment manu-
facturer estimated that it could take
18-24 months to implement a hardware
change. The system would then have to
be re-evaluated, which could add another
six to 12 months.

Recommendation

As soon as a networking requirement is
determined for the system, IA and cyber-
security SMEs need to be active members
of the design and development team. The
IA SME will incorporate AR 25-2 require-
ments into the system design strategy and
help determine the program’s timeline
for certification and accreditation (C&A)
efforts for purposes of planning objec-
tives. Validating IA controls (per DOD
Instruction 8500.2 on IA implementa-
tion) during the system development
phase benefits the program by reducing
the need for re-engineering, allowing the
successful completion of C&A efforts
while meeting timeline objectives.

When using communication security
(COMSEC) material, engage the PMO
for network enablers (PMO Net E) in
the initial development stages as directed
by the assistant secretary of the Army
for acquisition, logistics and technology
to ensure that COMSEC methods are
NSA-approved. PMO Net E, within the

Program Executive Office for Command,

ENSURING
INFORMATION ASSURANCE

Information technology specialists, from

left, Patrick Noel, Stephen Washicosky and
Brian Medwetz configure and test a software
support pilot system at Tobyhanna Army Depot,
Pennsylvania. ALLP data recommend including
IA and cybersecurity SMEs in the design

and development team early on, to avoid
inadequacies in IA and their potential cost and
schedule risks. (Photo by Steve Grzezdzinski,
Tobyhanna Army Depot)

Control and Communications — Tactical,
is the designated technical expert, offer-
ing COMSEC-approved devices at
no cost. Using technology that is not
COMSEC-approved will require NSA
certification, which could be a lengthy
process. Not using the approved technol-
ogy could pose a high risk to program

objectives.

For more information on these and other
Army lessons learned within the ALLE go
to  https://apps.aep.army.mil/ALLP; a

Common Access Card is required to log in.

MS. JILL IRACKI is an operations research
analyst with the U.S. Army Materiel
Systems  Analysis  Activity ar Aberdeen
Proving Ground, Maryland. She holds
an M.S. in applied and computational
from  Johns  Hopkins
University and a B.A. in mathematics from
Notre Dame of Maryland University. She
is Level II certified in engineering.

mathematics
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TARGET IDENTIFIED

Pfc. Charlie W. Hibbs Ill, an infantryman assigned
to 2nd Battalion, 325th Airborne Infantry Regiment,
2nd Brigade Combat Team, 82nd Airborne
Division, fires an M240L machine gun during the
battalion’s machine gun leaders’ course held on Fort
Bragg, North Carolina, in January 2016. Research
efforts, led by PM MAS and ARDEC and supported
in part by funding from ManTech, are looking

at new manufacturing processes for producing
lighter ammunition for the M240 that still meets the
weapon’s performance requirements. (Photo by
Staff Sgt. Jason Hull, 82nd Airborne Division)
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GREEN MACHINE

SUCCESS

PM MAS secures ManTech and R&D funds that enable
the industrial base to experiment with green machining

to produce the next generation small caliber round.

by Mrs. Marta Hess, Mr. Jeremy Lucid and Mr. Joseph Paras

ntil 2010, ammunition for small arms weapons had not kept up with evolv-
ing threats, and the performance of legacy ammunition had remained
relatively stagnant since the early 1980s. Developed using Cold War-era
technology, legacy ammunition has a number of deficiencies in providing
warfighters with a definitive advantage against current and future threats. A large-scale
effort to develop and field the next generation of small caliber ammunition—and with
it, the overmatch capability that legacy ammunition does not provide—is underway,
assigned to the product manager for small caliber ammunition under the project man-
ager for maneuver ammunition systems (PM MAS) at Picatinny Arsenal, New Jersey.

This next generation of small caliber ammunition includes advanced technologies to
improve lethality at greater distances, as well as alternate cartridge case materials to
lighten a Soldier’s standard combat ammunition load. PM MAS secured U.S. Army
Manufacturing Technology (ManTech) Program funding to supplement existing
research, development, testing and engineering (RDT&E) funds starting in FY15, to
mature the manufacturing readiness level of improved materiel solutions. These addi-
tional resources have played an important role in reducing the manufacturing and
cost risks as products transition to full-rate production, providing the warfighter with
improved capability at the quantity needed to conduct training and combat operations.
Without this crucial resource to advance manufacturing readiness, it would have been
too costly for the ammunition industry to field enhanced capabilities in required quan-

tities of small caliber ammunition.
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COMPONENT MANUFACTURINGAND ASSEMBLY
The focus on improving small arms ammunition began in ear-
nest around 2008, when the U.S. Army Maneuver Center of
Excellence (MCOE), representing the voice of the user, received
mixed reviews in post-combat surveys regarding legacy 5.56
mm and 7.62 mm ammunition. This triggered the MCOE to
generate capability development documents for 5.56 mm, 7.62
mm and .50-caliber ammunition. These documents established
the Army’s requirements for small caliber ammunition to reduce
or eliminate existing operational capability gaps and ensure
overmatch in future combat environments through the foresee-
able future. These requirements formed the basis for multiple
rescarch and development (R&D) programs to improve lethal-
ity, survivability, mobility and training flexibility.

As with many innovative products or systems, advances can
result in price increases. Over the last decade, improvements
in small caliber ammunition have required modifying critical
projectile components with state-of-the-art designs and complex
shapes, such as a modified projectile jacket with an exposed tip

GETTING TO THE POINT

The green machining method demonstrated by PM MAS has produced
more than 30,000 components as of the end of last year. The new
method has brought about a reduction in manufacturing time—from 4
parts per hour to 120 parts per hour—and reduced the projected unit
price to less than 25 percent of the original cost, yielding millions in
savings over the life of the program. (Image courtesy of PM MAS)

to achieve consistent soft-target effects, and advanced materials
such as tungsten carbide to achieve enhanced hard-target termi-
nal effects at greater distances. This, in turn, has required research
in advanced manufacturing techniques including machining in
a preformed state, called “green machining,” advanced grinding
and multistage projectile assembly operations that the ammuni-
tion industry previously was not required to use.

By leveraging $5 million of multiyear RDT&E funding from
ManTech, PM MAS, in partnership with the U.S. Army
Armaments Research, Development and Engineering Center
(ARDEC), funded two major initiatives to assist the indus-
trial base in developing and refining advanced manufacturing
processes to provide higher-performance ammunition to the
warfighter at an affordable cost.

For example, PM MAS and ARDEC have been able to drive
down the unit cost of tungsten carbide components by using
ManTech resources. Because of the hardness of tungsten
carbide, manufacturing it has historically involved lengthy
grinding operations. Using these labor-intensive operations
resulted in one part completed every 15 minutes, and the unit
cost exceeded $20 per part, mainly because existing manufac-
turing methods for tungsten carbide material were not optimal
for complex shapes and configurations.

Using ManTech funding, the team engaged with several small
businesses, via market surveys and competitive bids, to incentivize
development and improvements in novel and advanced tungsten
carbide manufacturing techniques. This funding allowed the
small businesses to invest in developing alternative manufactur-
ing processes that have potential for other military applications as
well as commercial ventures, all while reducing investment risk
on their end.

Ultimately, PM MAS and ARDEC selected a green machining
process as the most viable approach to drive down component
costs. The process is a powder metallurgy technique where chalk-
like preforms of tungsten carbide powder are shaped before
sintering, a heat treatment process that binds the powder particles
to produce a hard, dense material. Traditional tungsten carbide
manufacturing involves sintering simple stock shapes, such as bars
or rods, and then hard-grinding the final shape into the material.

Green machining decreases the product cost by increasing
the efficiency of producing complex shapes and configura-
tions. More than 30,000 components were produced between

October 2015 and December 2016 using this method. These
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PRECISELY ASSEMBLED
Modified through a ManTech-funded R&D program, this new bullet assembly machine has a

higher operational availability and lower scrap rates than predecessor equipment. Further, it

provides more processor feedback and enables faster tooling changes. These improvements

in precision translate to higher-quality ammunition, fielded faster and more cheaply. (Image

courtesy of PM MAS)

improvements reduced manufacturing time from one part every
15 minutes to two parts every minute. It reduced the projected
unit price to less than 25 percent of the original cost—result-
ing in a potential savings of more than $300 million over the
expected 20-year life of the program.

Following the initial success in developing a more efficient and
cost-effective manufacturing process for complex tungsten
carbide components, PM MAS and ARDEC again leveraged
ManTech resources to implement improvements in 7.62 mm
bullet assembly. Typically, small caliber bullets are assembled on
a bullet assembly machine (BAM), where a copper cup is drawn
into a bullet jacket that encapsulates the other bullet components
(penetrator and slug) and ultimately a small caliber projectile
is produced. Because the design of small caliber ammunition
has not changed since the early 1980s, legacy BAM:s also have
remained relatively unchanged, resulting in less-than-optimal
operational availability, higher scrap rates and less flexibility in
tooling changes for different ammunition types.

By leveraging ManTech funding, the team developed a new
tooling package that uses a higher-precision BAM to elimi-
nate many of these inefficiencies. This 2lst-century BAM,
with enhanced controls for precise assembly, is anticipated to
maintain the existing rate of 60 parts per minute with higher
operational availability, lower scrap rates, more process feedback
to the operator and the ability to make faster tooling changes.
More importantly, as the manufacturing equipment becomes
available to the industrial base for full-rate production, the
higher precision means better-quality ammunition delivered to
the field, more quickly and at a lower cost.

LIGHTWEIGHT CARTRIDGE CASES

The next endeavor the program office is tackling with Man-
Tech support involves developing manufacturing and loading
processes for lightweight cartridge cases. PM MAS, with sup-
port from ARDEC, is exploring new manufacturing processes
that include injection-molding polymer or metal using mul-
ticavity molds; over-molding; thermal bonding; metal laser
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edging; and rapid propellant loading of lightweight cases. All
of these processes are new to the Army’s small caliber ammuni-
tion production base. Lighter-weight cases reduce combat loads,
resulting in greater mobility for Soldiers in combat as well as
reduced weight for vehicular and aerial platforms. Using non-
traditional cartridge case materials is key to realizing weight
savings in small caliber ammunition.

PM MAS held an industry day on April 19, 2016, to inform
industry partners of the desire to reduce the Soldier’s load in
small arms ammunition. The Army shared program require-
ments, industry opportunities and a planned schedule. The
event also provided a forum for smaller nondefense businesses
to meet with ammunition producers to discuss the challenges
in satisfying the Army’s needs. During the next five years, the
main challenge will be designing and delivering the same quan-
tities of current brass-cased 7.62 mm ammunition requirements
in a lightweight case that meets the performance requirements
of the M240 machine gun.

The Army encouraged companies to explore polymer, steel or
hybrid metal designs, with the goal of reducing overall weight
by 10 to 50 percent over existing brass-cased cartridges while
ensuring proper function in weapon systems; the new design
also needed to be produced at typical small caliber ammuni-
tion production rates of 75 to 125 million cartridges per year
and at a comparable price. Several innovative small businesses
have developed lightweight case prototypes but have difficulty
meeting these production criteria because of their limited man-
ufacturing capability. The team will use ManTech funding to
improve the manufacturability of these innovative, lightweight
cases while attempting to drive down manufacturing costs.

MAKE IT LIGHTER, FASTER
PM MAS worked with various

manufacturers to assess their lightweight
case concepts, including the PCP
Ammunition case on the immediate left and
General Dynamics Ordnance and Tactical
Systems — Canada stainless steel case on
the far left. Cutting cartridge weight has the
potential to significantly reduce the burden
on the Soldier—and on vehicular and aerial
platforms as well. (Images courtesy of PCP
Ammunition Co. and PM MAS)

CONCLUSION

ManTech funding has enabled the development of a novel
manufacturing capability at three companies with the abil-
ity to produce next-generation small caliber ammunition. As
a result of the R&D effort, the program office has learned
the importance of engaging with industry partners early in
the RDT&E phase to develop and mature manufacturing
processes concurrently with product development. Bringing
industry’s expertise in during product development allows pro-
gram management to build more realistic schedules, reduce
costs and field higher-performance ammunition that will pro-
vide overmatch capability to our warfighters. The ManTech
Program is instrumental in developing and refining innova-
tive manufacturing technologies that will transition to the
industrial base in support of full-rate production—a win-win
scenario that improves national security while preparing the
industrial base for future needs.

For more information about the work of ManTech and PM MAS
on green machining, go to http://www.armymantech.com/
TCPACR.php.

MRS. MARTA HESS is a PM MAS project officer for the
Lightweight Small Caliber Ammunition program within the
Program Executive Office for Ammunition at Picatinny Arsenal.
She holds an M.S. in mechanical engineering from the Stevens
Institute of Technology and a B.S. in mechanical engineering from
New Jersey Institute of Technology. She has been part of ARDEC’s
Quality Engineering and System Assurance Directorate for 13 years
and is an Army Acquisition Corps (AAC) member. She is Level IIT
certified in production, quality and manufacturing.

MR. JEREMY LUCID is a PM MAS project officer for multiple
small caliber ammunition RDTSE initiatives. He holds an M.S.
in mechanical engineering from the Stevens Institute of Technology
and a B.S. in mechanical engineering from The College of New
Jersey. He has worked for the federal government for 12 years and is
Level I11 certified in project management and in engineering.

MR. JOSEPH PARAS is ARDEC’s project officer for ManTech’s
Tungsten Carbide Penetrator & Assembly Cost Reduction Program.
He holds a B.S. in ceramics and materials engineering from Rutgers
University. He has been assigned to the Munitions Engineering and
Technology Center’s Armaments Engineering Analysis and Manu-
Jacturing Directorate for nine years. He is an AAC member

and is Level I1] certified in engineering.
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MR. CLINTON E. SPRATLEY

COMMAND/ORGANIZATION:

Aircraft Survivability Equipment Project Man-

agement Office, Program Executive Office for
Intelligence, Electronic Warfare and Sensors

TITLE: Lead systems engineer

YEARS OF SERVICE IN WORKFORCE: 10
YEARS OF SERVICE IN MILITARY: 3

DAWIA CERTIFICATIONS:
Level lll in systems engineering; Level Il in
program management

EDUCATION:

Completing a dual MBA and master’s degree
in industrial and systems engineering, Auburn
University (expected December); B.S. in phys-
ics, Baylor University

Seeking heat at the ACAT I level

PRIDE IN OWNERSHIP
Spratley and Paul Lang, Northrop Grumman

Corp. CIRCM manager, take delivery of the
first CIRCM system in January 2013.
(U.S. Army photo by Sherry Dorner, PM ASE)

linton E. Spratley spent three years on active duty with the Air Force
before lending his engineering background to the Army’s efforts to
improve aircraft survivability. After leaving the Air Force, he joined
the Army Acquisition Workforce, first as a contractor and then as a
civilian employee of the Program Executive Office for Intelligence, Electronic War-

fare and Sensors (PEO IEW&S) in Huntsville, Alabama.

Spratley is lead systems engineer for the Infrared Countermeasures (IRCM) Prod-
uct Office under the project manager for aircraft survivability equipment (PM
ASE), working on systems that protect aircraft from infrared homing (heat-seek-
ing) missiles by confusing the missiles’ ability to read or lock on to the aircraft’s
infrared signature. “The IRCM family of systems are important to the warfighter
because they provide protection from heat-seeking surface-to-air and air-to-air
missiles,” Spratley noted. “T always go home knowing that we are making a real
difference in protecting our Soldiers’ lives and are one step closer to bringing our
troops home alive.”

He supports two systems: the Acquisition Category (ACAT) I-C Advanced Threat
(AT) IRCM system and the ACAT I-D Common IRCM system. ATIRCM is
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currently fielded to a limited subset of aircraft that provide laser-
based countermeasure protection to Army aircrews. Common
Infrared Countermeasures (CIRCM), now in the engineering
and manufacturing development phase, is the next-generation
laser-based countermeasure system for DOD’s rotary-wing, tilt-
rotor and slow-moving fixed-wing fleet.

“I have had the opportunity to support an ACAT I-D program
through two major phases of the acquisition life cycle as it moved
from the competitive prototyping stage, past milestone [MS] A
into the technology development phase, and past MS B into
the engineering and manufacturing development phase,” Sprat-
ley said. He credits his leadership, both uniformed and civilian,
with giving him this opportunity, which he calls a high point of
his career. “I have been very fortunate with the leadership I have
served under. The most valuable mentor that I have had is my
current supervisor, Jason Matheney, deputy product manager
for infrared countermeasures. He has assigned me tasks that
allowed me to stretch beyond my comfort zone while consis-
tently being held to a high standard of quality on my products.
attribute much of my success so far to his mentorship.”

As CIRCM moves from the lab to the airfield, Spratley has
helped with the creation of two sets of milestone decision docu-
ments, two separate contract requirement packages, two source
selection evaluation boards and three major program milestones
(MS A, pre-request for proposal release decision point and MS
B). Working on a major, high-dollar program with oversight
from the Office of the Secretary of Defense as it moves through
the decision-making process gave Spratley an appreciation for
“the vast complexity of the acquisition process ... and the non-

technical activities,” he noted.

Being involved with the aspects of programs that aren’t related
to engineering “has made me a better systems engineer,” he said,
and he recommends pursuing broader experience and perspec-
tive through classes or developmental assignments. “It is too
casy to get caught up with just getting our daily job completed,
but then we don’t leave time for ourselves to grow. When your
workload slows down, look for an opportunity outside your
immediate comfort zone to temporarily help out.”

While in the Air Force, Spratley served as acquisition officer at
the Air Force Research Laboratory in the Space Vehicles Direc-
torate at Kirtland Air Force Base, New Mexico. After leaving
the Air Force, he knew he wanted to join the Army Acquisition
Workforce “to have a greater influence on programs to make a
lasting impact in warfighter survivability.”
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TEAM ACCOMPLISHMENT

Maj. Gen. Kirk F. Vollmecke, second from left, program executive officer
for IEWA&S, presents a certificate of appreciation in February to the
IRCM product management team—from left, Col. Jong Lee, PM ASE;
Vollmecke; Lt. Col Rodney Turner, product manager for IRCM; Jason
Matheney, deputy product manager for IRCM; and Spratley. (U.S. Army
photo by Sherry Dorner, PM ASE)

His transition to Army acquisition required a shift in mindset.

“My Air Force experience was vastly different from the work I
am doing now with Army aviation,” he said. Working in an
Army countermeasures office focuses on responding to adversar-
ies’ capabilities and responding directly to operational threats,
Spratley explained. “This focus means having to understand
how the Army fights, which is significantly different than Air
Force operations, especially space-based operations.”

Joining Army acquisition, he had to learn about Army tactics,
aircraft capabilities, command, control and communications,
and other Army weapon systems. “Ultimately the acquisition
structure is the same, with some slight variants in terminology,
but how Army aviation programs move through the Pentagon
for review and approval is different from space-based systems,
with more focus on production, operations and sustainment
costs,” he said.

Feedback from Soldiers in the field validates his decision to
switch. “Working on these systems brings me great pride because
we work with Army aviators who have been in harm’s way and
benefited from the protections that our systems provide.”

—MS. MARY KATE AYLWARD
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HIGHER PERSPECTIVE

Logisticians from across the services and DOD agencies

have the opportunity to spend a year at the Pentagon as
OSD logistics fellows. Perks include a view of their career
field from above, a stronger and wider professional network
and the chance to see how different DOD and private-sector
organizations approach logistics. (Photo by icholakov/iStock)
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A GLIMPSE
from ABOVE

OSD logistics fellows take on staff assignments
and training in a collaborative learning
program that allows participants to view the
DOD logistics enterprise in action from the
highest level.

by Mr. Bryan L. Jerkatis

friend and retired U.S. Air Force command chief often used an
analogy with young troops to describe the differences between
their worldviews and those of their leadership. “Your view of the
ground [truth] depends upon the height of the branch in the
tree upon which you are standing,” he would say. Similarly, the parable of
“The Blind Men and the Elephant” teaches us that seeing only one side of
something poses limitations. Both are also true of a stovepiped career path.

For the nearly 3 million men and women who make up DOD, seldom is
the opportunity available to spend invaluable time higher in the tree. For-
tunately, the Office of the Assistant Secretary of Defense for Logistics and
Materiel Readiness (OASD(L&MR)) has a fellows program for just that
purpose, in which I participated from July 2015 to July 2016.

The Office of the Secretary of Defense (OSD) Logistics Fellows program
provides the unique opportunity to be part of policy formulation and
DOD-wide oversight. My time in the OSD focused on the oversight of sup-
ply chain policy and matters ranging from environmental sustainability to
prepositioned war reserve materiel. Fellows are fortunate to travel and tour
both the public and private sectors to observe, contrast and learn firsthand
how logistics operations compare in private industry and to benchmark best
practices.
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A GLIMPSE FROM ABOVE

CLASS OF 2015-2016

The author, second from left, was part of the OSD Logistics Fellows Class of 20152016,

shown at the Pentagon in March 2016. Also photographed are, from left, Lt. Col. Edward
Hogan, fellow, Office of the Deputy Assistant Secretary of Defense for Maintenance Policy

and Programs (ODASD(MPP)); Col. Dennis Dabney, then-military deputy to the DASD(MPP);

Paul Blackwell, ODASD for Supply Chain Integration (SCI) fellows program coordinator; Dee
Reardon, DASD(SCI); Hon. David Berteau, then-ASD(L&MR); Lisa Roberts, deputy to the DASD
for Transportation Policy (TP); Adam Yearwood, performing the duties of the DASD(TP) and
fellows program coordinator; and fellows Renee Hubbard, Defense Logistics Agency, and Stanley
McMillian, Defense Contract Management Agency. (U.S. Army photo by Eboni L. Everson-Myart)

Through visits to Congress, fellows gain exposure and insight
into the legislative process. In addition, they attend national-
level forums and engage in collaborative efforts with industry
partners. | found these opportunities, focused predominantly
on learning and growth, to be among the most valuable aspects
of the program and unparalleled career experiences.

Depending on their assignments, fellows may have a chance to
visit and become familiar with other government agencies as

The program provides the unique
opportunity to be part of policy for-

mulation and DOD-wide oversight.

well. Perhaps even more important, the fellowship allows partic-
ipants to observe and interact with appointed and career senior
executives and flag officers, including one-on-one meetings with
senior logistics leaders in the military departments, Joint Staff,

OSD and agencies.

LOGISTICS FELLOWS AS STAFF SPECIALISTS

The insights and “big picture” knowledge to be gained as a
logistics fellow are virtually endless, and the fellows themselves
determine much of their training and class agendas. When not
directly engaged in a formal training event, a fellow’s primary job
is largely like that of any other staff specialist within the Office
of the Undersecretary of Defense for Acquisition, Technology
and Logistics, to whom the ASD(L&MR) reports. Fellows are
selected, in part, based on experiential background and OSD
needs, and they subsequently receive work assignments to carry

out on DOD’s behalf.
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During my fellowship, I worked to resolve a longstanding DOD -

logistics policy challenge regarding prepositioned war reserve
materiel. I had considerable leeway to gain needed expertise,
formulate a recommendation and lead the organization to a
DOD-wide solution. The assignment involved working closely
with OSD staff and the Joint Staff, combatant commands,
military services and agencies. I drafted a new DOD directive
in accordance with the secretary’s congressionally mandated
obligation to provide prepositioning policy, then headed up its
editing and staffing efforts across all DOD components.

Other fellows led financial accountability program initiatives,
participated in department-level awards processes, led world-
wide maintenance symposia and were part of source selection
committees, among other DOD-level initiatives.

INDIVIDUAL TRAINING PLANS

At the beginning of the program, fellows participate in the devel-
opment of their individual training plans. They work within a
predetermined budget to set priorities for training, conference
attendance, field and site visits and other opportunities. Then
they work with mentors who coach them to ensure that they
meet their core objectives, and ultimately finalize their agendas
and plans for approval.

Fellows have chosen to tour other DOD components, such as
the U.S. Transportation Command, and to see the private-sector
distribution hubs of leading companies such as FedEx Corp.
and Wal-Mart Stores Inc., then compare their business prac-
tices with those of the Defense Logistics Agency or the services.
Fellows also have chosen to attend public-private partnership
courses such as those offered by the University of North Caro-
lina at Chapel Hill and Georgetown University, among others.

Each class of fellows can tailor its individual training to its own
unique needs and interests.

FELLOWS FOR LIFE

The logistics fellows program lasts 12 months, but the fellow-
ship continues. Fellows share a common bond for the duration
of their careers and beyond, forming a support structure and
facing many and diverse challenges together. The program cre-
ates lifelong friendships among logistics professionals and builds
professional networks that continue for as long as they want.

I found the fellowship to be an opportunity to make new friends,
reconnect with old ones and develop a vast network that I'll
have for the rest of my career and life. Moreover, the fellows

FELLOWS PROGRAM 101

WHO:

Highly motivated, self-starter logisticians with dem-
onstrated promotion potential. Candidates must be
field-grade officers (O-4 or O-5) or the DOD civilian
equivalent (GS-13 or -14 or NH-03 or -04).

WHAT:
A one-year, unit-funded developmental assignment

administered by OASD(L&MR) at the Pentagon.

WHY:
Learning, growth, professional development and experi-
ential opportunities.

WHEN:

The OASD(L&MR) solicits nominations each Decem-
ber from the military services and agencies throughout
DOD. Nominations are due in January. Selections are
made in March, and fellows begin their year of training
in July.

WHERE:

Fellows are physically assigned to both the Pentagon
and the Mark Center Building in Alexandria, Vir-
ginia. Fellows whose permanent duty station is outside
the National Capital Region may be authorized either
a unit-funded long-term temporary duty assignment or
temporary change of station.

HOW:

Logistics fellows are nominated by a general officer or
a Senior Executive Service logistician through their
respective service or agency. Each has its own tailored
processes for responding to the annual OSD nomination
call letter. Selections are based on a number of factors,
including experience and existing OSD needs. Further
program information, details and timelines are on the
OASD(L&MR) website: http://www.acq.osd.mil/log/
LMR/fellows_program.html.

SOILLSIDOT I
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A GLIMPSE FROM ABOVE

REVVING THE SUPPLY CHAIN

Air Force Staff Sgt. Ray Medrano of the 3%th Logistics Readiness Squadron moves cargo in
October 2016 in the supply warehouse at Incirlik Air Base, Turkey. The author’s self-directed study
of supply chain policy culminated in a DOD directive on prepositioned war reserve materiel that
he wrote and staffed throughout the agencies. (U.S. Air Force photo by Senior Airman John Nieves

Camacho, 3%9th Air Base Wing)

BONDS THAT LAST

Having experienced together the heady challenges of DOD logistics policy and management
at the highest levels, OSD Logistics Fellows form a professional and personal network that often
extends well beyond their DOD service. (Image by LobodaPhoto/istock)

program has a decades-long history, giv-
ing the fellows an enduring place in OSD
logistics tradition.

CONCLUSION

Once they've completed the program,
fellows return to their sponsoring orga-
nizations or follow-on assignments with
stronger management skills, technical
expertise and networks that span DOD
logistics—not to mention the experience
that each class gains of providing valuable
feedback on how to improve the program
and maximize its benefit for both DOD
and the individual participants. Ulti-
mately, training evaluations are used to
convey what fellows have learned and
achieved to their home organizations.

American journalist Norman Cousins, in
reflecting upon the Apollo space program,
was quoted as saying: “What was most
significant about the lunar voyage was
not that men set foot on the moon but
that they set eye on the Earth.” The OSD
logistics fellows program provides DOD
logisticians with not only a rich experien-
tial odyssey but, perhaps more important,
the chance to gain a deeper understand-
ing of the OSD perspective and how it
affects the entire enterprise.

For more information, go to http://www.
acq.osd.mil/log/ LMR/fellows_program.
html.

MR. BRYAN L. JERKATIS is deputy
director of logistics for the 635th Supply
Chain Operations Wing, Scott Air Force
Buase, Illinois. He holds an M.S. in national
security studies from Air University, a
master of public administration  from
Troy University and a B.S. in business
management  from  Southern  Illinois

University Carbondale.
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MISSION

Deliver capability now through
affordable and adaptable programs
that pace the threat.

VISION

Outpace the threat with technical
excellence, adaptability and rapid
solutions that support a broad

range of operating environments.

Program Executive Office
Intelligence, Electronic Warfare

& Sensors

PEO IEWE&S provides affordable, world-class sensor and
electronic warfare capabilities enabling rapid situational
understanding and decisive action.

http: //peciews.apg.army, mil
Find us on Facebook



MS. JEANNIE L. SOMMER

COMMAND/ORGANIZATION:
Indirect Fire Protection Capability Increment

2 - Intercept Product Office; Cruise Missile De-

fense Systems Project Office; Program Execu-

tive Office for Missiles and Space (PEO MS)

TITLE: IFPC Inc 2-| Test Lead Engineer

YEARS OF SERVICE IN WORKFORCE: 6.5

DAWIA CERTIFICATIONS:
Level Il in engineering and test and evalua-
tion; Level | in program management

EDUCATION:
B.S. in computer science, Athens State
University

AWARDS:

Hon. Dr. Claude Bolton Jr. Engineering and
Systems Integration Professional of the Year;
Outstanding Acquisition Performance Recogni-
tion from the Hon. Frank Kendall, undersecretary
of defense for acquisition, technology and
logistics; Honorable Order of Saint Barbara;

“You Made It Happen” Recognition from PEO MS

“A materiel
developer has
two cusfomers:
the warfighter
and the taxpayer.
As | develop fest
strategies, | keep
both customers
in mind.”

«

T&E efforts cement battlefield success

hanks to the efforts of Jeannie Sommer and her team at the Program Executive

Office for Missiles and Space, Soldiers can be sure that missile defense systems

work the way they’re supposed to. Sommer is the test and engineering (T&E) team

lead and the chief developmental tester for the Indirect Fire Protection Capability
Increment 2 — Intercept (IFPC Inc 2-I) within the Cruise Missile Defense Systems (CMDS)

doing so.”

Project Office, which manages the Army’s short- and medium-range air defense systems.

IFPC Inc 2-1 is a mobile, ground-based system designed to acquire, track, engage and defeat
unmanned aircraft systems and cruise missiles, as well as rockets, artillery and mortars. The
system can be transported by common mobile platforms and uses the Army Integrated Air and
Missile Defense (AIAMD) open systems architecture.

I am responsible for the evaluation of systems under relevant conditions, measuring perfor-
mance based on requirements,” said Sommer. “It’s very important to ensure that systems not
only work properly, but that they work in the manner and under the conditions the warfighter
intended. I get a great deal of satisfaction in knowing that my work ensures that systems are
effective before they are fielded to the warfighter and that I've used taxpayer dollars wisely in

Late last year, Sommer received the Hon. Dr. Claude Bolton Jr. Engineering and Systems Inte-

gration Professional of the Year Award from the assistant secretary of the Army for acquisition,
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logistics and technology (ASA(ALT)).
Bolton, who died in 2015, served as
ASA(ALT) from 2002 to 2008, and the
award was established in 2016 to honor
his service, character and sacrifice. Som-
mer was recognized for her work on an
engineering demonstration that show-
cased the IFPC Inc 2-I capability and
demonstrated its readiness to begin engi-
neering and manufacturing development.

The demonstration involved the integra-
tion of the multimission launcher, the
AIAMD battle command system and
the Sentinel and PATRIOT radars, cul-
minating in the firing of four different
interceptors in a fully networked environ-
ment. Sommer established a test program
that saved more than $30 million through
the efficient use of test assets and range
time. Her coordination and planning
efforts generated additional efficiencies
by synchronizing test activities with the

ATAMD and Sentinel product offices.

“I was very surprised and humbled by the

recognition,” said Sommer. “There are
many talented, hardworking engineers
in the acquisition workforce, and to be
recognized was quite an honor. I also
reflected on the team behind my success
and was very thankful for the amazing
things they accomplish on a day-to-day
basis. 'm blessed to be a part of such an
amazing organization.”

Sommer began her career as a software
developer with the Missiles and Space
Intelligence Center within the Defense
Intelligence Agency. That work sparked
her interest in system development, and
in 2005 she accepted an acquisition
position in T&E with the Joint Tacti-
cal Ground Station Product Office. She
transitioned to the TAMD Project Office
in 2009, and joined the CMDS Project
Office four years later.

 §

SCIENCE & TECHNOLOGY

While with the TAMD Project Office,
Sommer served as a DA systems coordi-
nator—"a pivotal moment in my career,”
she said. That assignment broadened her
thinking and changed the approach she
takes when developing acquisition strat-
egies and execution plans. “Prior to this
assignment, I primarily focused on pro-
viding quality products to the warfighter.
I now have a better understanding of how
a program’s budget should be managed
and how important it is to ensure that
taxpayer dollars are spent efficiently as
well as developing quality products,” she
explained.

“A materiel developer has two custom-
ers: the warfighter and the taxpayer. As
I develop test strategies, I keep both cus-
tomers in mind, ensuring that I provide
the best product to the warfighter while
using taxpayer dollars wisely.”

In addition to T&E managerial and
oversight duties, Sommer serves as chair
of the T&E Working Integrated Prod-
uct Team and is responsible for bringing
together stakeholders to develop, manage
and execute the T&E strategy in the Test
and Evaluation Master Plan. Stakehold-
ers include the user community from the
Fires Center of Excellence (FCOE), the
U.S. Army Test and Evaluation Com-
mand (ATEC) and the Office of the
Secretary of Defense (OSD).

“FCOE creates capabilities through devel-
oping requirements, ATEC conducts an
independent operational assessment of
the system and OSD evaluates whether
the system has been adequately tested,
confirming operational effectiveness and
suitability of the system in combat use,”
she explained. Coordinating their expec-
tations is not without its challenges, she
noted. “Some of the challenges stem from
different interpretations of the require-
ments and how we plan to test and

evaluate the system’s performance based
on those requirements. I manage the
expectations of the three organizations,
developing a test strategy that addresses

all stakeholders’
budget and schedule constraints of the

concerns within the
program.”

While serving as a test engineer at
ATAMD, Sommer had the good for-
tune to work with senior leaders, who
played pivotal roles in her career devel-
opment. “Jaime Zapata, AIAMD test
planning lead, had a significant impact
on my career. He always provided an
honest assessment of my abilities, letting
me know where my strengths and weak-
nesses were, and provided opportunities
for me to grow,” Sommer said. “Col.(P)
Rob Rasch, then-IAMD project manager,
also played a large part in furthering my
career by believing in my abilities, provid-
ing me career-broadening opportunities
and increasing my level of responsibili-
ties.” Sommer continued, “My current
supervisor,” CMDS T&E Director Dan
Jones, “continues to provide guidance
and opportunities to further enhance my
career development.”

She’s now in a position to mentor others,
and she advises them to find a mentor
early. “Find someone with the qualities
you would like to develop in yourself and
learn from them. Be willing to change
through tough conversations and con-
structive criticism.” She also recommends
obtaining Defense Acquisition Work-
force Improvement Act certifications
in multiple career fields and exploring
career development opportunities across
functional areas to become well-rounded.
And, she noted, “It’s crucial to take lead-
ership and communication classes for
personal and professional development.”

—MS. SUSAN L. FOLLETT
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SREHD SCANNING

SREHD'’s onboard stereo camera helps it maneuver through urban or rough
terrain with minimal input from the human operator. The robotic system
provides Soldiers the freedom to maneuver on the battlefield and locate
explosive hazards on or below the surface. It also reduces the number of
Soldiers in harm’s way by eliminating the need for Soldiers walking a route
with a handheld sensor as well as the troops who protect them from enemy
fire. (Photo courtesy of PM CCS)
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SREHD SHREDS

e HANDHELD
COMPETITION

PM CCS is using robots to detect, mark
and neutralize explosive hazards while
keeping Soldiers at a safe distance.

by Maj. Lendrick James and Mr. Kwai-Fung Chan

earching for explosive hazards with handheld mine detectors can be both physi-
cally and mentally taxing. Explosive hazards can be buried underground, laid
on the ground or placed flush with the ground’s surface. There are a variety of
techniques to emplace them, including scattering the devices on the ground or
delivering them by vehicles or helicopters. The Project Manager for Close Combat Sys-
tems (PM CCS), within the Program Executive Office for Ammunition, has partnered
with Carnegie Robotics LLC, a cutting-edge manufacturer of advanced robotic sensors
and platforms, to pursue integration of sensors for detection and neutralization technol-
ogy onto a robotic platform. The Army is moving quickly to provide Soldiers with this
platform, known as the Standoff Robotic Explosive Hazard Detection System (SREHD).

SREHD is capable of detecting, marking and neutralizing explosive hazards—Ilandmines,
improvised explosive devices and unexploded ordnance—without requiring Soldiers to
endanger themselves while operating the system. SREHD can be used in confined areas
to support full-spectrum military operations, the simultaneous and continuous combi-
nation of offensive, defensive, stability and civil support operations. It provides freedom
to maneuver on the battlefield as well as the layer of protection Soldiers need to precisely
detect, mark and neutralize explosive hazards so that they can carry out missions as
planned, without interruption and with a lower risk of injuries.
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SREHD SHREDS THE HANDHELD COMPETITION

Stereo camera

MAC carrage
(2 each)
- XM335 MAC

- RAMS with
M50 STI

Talen IV robot

Cameras

HOW IT ALL COMES TOGETHER

SREHD integrates new and existing capabilities on the Talon IV robotic platform, chosen in part for

Hook —
- MAG pickup

4 )
Key

AN/PSS - Army-Navy/Portable Special
Search

MAC - Munition array charge

RAMS - Remote Activation Munitions System

STI - Shock tube initiator

J

— Marking nozzle

- lane and
threat

AN/PSS-14

its ability to move through rough terrain. Capabilities include stereoscopic imaging, the AN/PSS-
14’s dual GPR and EMI sensor, and a MAC integrated with RAMS to neutralize explosive hazards.
(SOURCE: Carnegie Robotics LLC)

This semiautonomous system combines
new and existing modular capabilities
integrated onto an unmanned ground
vehicle. The Soldier stays out of harm’s
way while he or she is focused on clearing
explosive hazards. SREHD is integrated
with  TALON IV robotic platforms,
which are maneuverable on rough ter-
rain. The system uses state-of-the-art
stereoscopic, 3-D imaging that accu-
rately determines distances and elevation
between objects. The stereo camera pro-
vides obstacle avoidance to ensure that
SREHD does not go over a cliff or hit
a rock during detection. This allows the
system to maneuver through complex
terrain—urban or rural, irrigated or
unirrigated—with minimal input from
the operator.

SREHD is an important step toward pro-
viding today’s Soldiers with tomorrow’s
technology. The development and use of
semiautonomous robotic systems such as
this one will lead to more advanced, fully
autonomous robots that Soldiers can
leverage in the future.

DETECTING A GAP

IN DETECTION

The requirement for SREHD dates to
2009, when the U.S. Army Maneuver
Support Center of Excellence identified a
capability gap: a way to protect Soldiers
conducting detection and neutraliza-
tion missions. Explosive hazards present
a multitude of challenges to the Soldier
in terms of operations tempo, extensive
exposure to potential enemy fires and
vulnerability to secondary attacks. In

addition, explosive hazards are often
found in areas where only handheld
detection techniques can be used, further
increasing the risks Soldiers face. Stand-
off capability provides the protection
Soldiers need while they perform tasks
such as clearing vehicles at chokepoints,
roadsides and intersections.

In recent years, the Army has increased
its emphasis on combined arms maneuver
and wide-area security, so it was critical
for PM CCS to align SREHD’s capabili-
ties to support combat engineers’ route
clearance missions. To achieve maximum
effectiveness, SREHD leverages existing

technologies such as:

* The Remote Activation Munitions Sys-
tem (RAMS), a secure, radio-controlled
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system to remotely initiate demolition
charges.

* Ground-penetrating radar (GPR), a
technology that provides 3-D analysis
of buried objects.

induction

(EMD),

metal detection and neutralization that

* Electromagnetic

renders explosive hazards incapable of
detonating on a target.

SREHD is also integrated with the Army’s
program-of-record  handheld  explosive
hazard detector, the Army-Navy/Portable
Special Search (AN/PSS)-14. The AN/PSS-14
is a portable, battery-powered, lightweight
detector that uses both the GPR and EMI
sensors. The system, operated by one per-
son, is designed to locate a variety of mines.
It provides SREHD with GPR and metal
detection, and the munition array charge
integrates with RAMS to neutralize the

hazard.

CURRENT CHALLENGES

A challenge with handheld detectors is
their false alarm rate. EMI handheld
detectors encounter about 200 false
targets to every anti-personnel mine.

For the GPR handhelds, clutter under
or on the ground poses a major prob-
lem—electronic and physical rubble
and other obstructions can cause false
alarms. Instead of seeing a clear image
of an explosive on the threat map of the
operator control unit (OCU), the opera-
tor sees a lot of red dots or specks that
make it difficult to find the real explosive
on the screen.

Clutter can completely obscure the
buried explosive hazard, which makes
searching with handheld mine detectors
not only grueling but life-threatening.
PM CCS has developed SREHD to alle-
viate some of these physical and mental
demands. The Army is currently inves-
tigating technology for a new GPR that
can detect hazards across a larger area
and at greater depth, faster and with bet-
ter signal-to-noise ratios and improved
user interface displays.

BRIDGING THE GAP

Explosive hazards have been a constant
danger to Soldiers during conflict and to
innocent people years after conflicts end,

COME THIS WAY

Combat engineers
follow SREHD during a
route clearance mission.
SREHD's capabilities are
in line with the Army's
renewed focus on the
broad range of wide-

area security work that
builds on the gains made
during combined arms
maneuver—which SREHD
also enables. (Photo
courtesy of PM CCS)

causing thousands of deaths and injuries
each year. SREHD provides multiple
lifesaving improvements over handheld
mine detectors, such as standoff capabil-
ity, visual and audio detection through
the use of an OCU, closer-to-pinpoint
accuracy in detecting landmine locations,
reduced operator workload and decreased
training requirements.

The OCU is a vital component of the
system and is the only interface between
the operator and SREHD. The SREHD
OCU has a display tablet, computer and
radio, and allows the operator to switch
among different screens and views. In
addition, the tablet allows the operator
to maneuver SREHD and see where it
is going through the use of both stereo-
scopic imaging and conventional cameras.
Intuitive and easy to use, the OCU makes
training on the SREHD faster than the
training required for some other types of
explosive hazard equipment.

SREHD’s unique and critical marking
capability helps operators identify the
locations of potential explosive hazards

<
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SREHD SHREDS THE HANDHELD COMPETITION

INSIDE AND OUTSIDE

These internal and external views show the

explosive hazard neutralization payload of
the carriage and MAC. The MAC provides
the neutralization capability, and the
carriage holds the remote capability that
makes it possible for the Soldier to initiate
the neutralization at a safe remove from the
explosion. (SOURCE: Carnegie Robotics LLC)

during breaching and clearing operations.
The system uses a blue highlight-marking
chemical to mark a suspected explosive
hazard and enable effective neutraliza-
tion. Marking the explosive hazard gives
every person involved situational aware-
ness of where hazards are and improves
efficiency by reducing the amount of
rework—because it eliminates the need
to search again when shifts change and
new Soldiers arrive.

SREHD is, in sum, a safer system for
keeping the Soldier and the platform out
of harm’s way. Handheld detectors lack
marking and neutralization capabilities,
so a single error or failure to detect a haz-
ard jeopardizes Soldiers engaged in the
countermine operation.

Furthermore, loss of proficiency occurs
when there is an extended period between
original training on new countermine
equipment and operational use. In the
near future, Soldiers will be able to train
on SREHD in both virtual and physi-
cal environments across many scenarios,
meaning more frequent training. The
training will simulate explosive hazard
removal with the operator using a laptop
computer or will be conducted live using

the OCU with the robot.

CONCLUSION

Nothing is more important than the
freedom to safely operate and conduct
missions wherever required on the battle-
field. Standoff capability is important
because it allows operators to detect,
mark and neutralize explosive hazards
while enabling the Soldier to remain in
a defensive posture and evade potential
threats such as direct enemy fire. It also
relieves other Soldiers from providing
additional security for clearance missions.
neutraliz-

Detecting, marking and

ing explosive hazards that impede

movement demand a complete spectrum
of countermine solutions that is cur-
rently unavailable. SREHD will meet
this need. The system has completed
thorough product qualification testing
at Yuma Proving Ground, Arizona, and
has performed well in each of its key per-
formance parameters: system and cyber
survivability, training, transportability,
detection, marking and neutralization.

Upcoming events for SREHD include
milestone C approval by July 2017, low-
rate initial production throughout the
first half of FY18, and initial operational
test and evaluation during the second
quarter of FY19.

For more information,
Lendrick James at lendrick.y.james.mil@
mail.mil or go to the PM CCS website
at  http:/lwww.pica.army.mil/pmces/
MainSite.html.
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MARKS
the SPOT

Imagine trying to create a picture of the
internet. Even if you could, it'd be out of

date in seconds. Trying to visualize the cyber
battlefield is roughly like that—and that’s just
the beginning of planning and executing mission
command for Army cyber operations. These

problems aren’t just hard, they’re ‘DARPA hard.’

by Lt. Col. John Bushman, Mr. Jack Dillon, Mr. Michael Padden
and Mr. Frank Pound

ortraying maneuver warfare in the cyber domain is a diffi-

cult thing to do. After all, how can you show maneuver in

cyberspace? There are no tangible flanks to defend, no rivers

to cross and no visible military camps to target or avoid. But
cyberspace presents our forces with vulnerabilities that nonetheless are
critical to protect.

Providing Soldiers with a common operating picture (COP) in cyber-
space is imperative to planning, integrating and executing cyber
operations. This so-called cyber COP must display the status of weap-
ons, provide situational awareness of friendly and enemy cyber activity,
enable command and control of cyber effects and allow collaboration
between commanders. Until recently, this picture was not only tough
to portray—it didn’t exist.

Now, by merging computer science with military science, the cyber
COP is becoming viable through a battle management system known
as PlanX. With PlanX, commanders can see the cyber terrain in much
the same way they would view a battlefield and synchronize cyberspace
effects with key related warfighting functions such as fires, intelligence,

signal, information operations and electronic warfare.
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X MARKS THE SPOT

The Defense Advanced Research Projects
Agency (DARPA) developed the PlanX
platform and plans to transition it to the
Army in the next fiscal year. The platform
and accompanying strategy aim for bal-
ance between equipping the cyber force
with off-the-shelf capabilities to satisfy
immediate operational needs and know-
ing that some capabilities will need to
push the envelope so the Army is not
buying yesterday’s technology to meet
current and emerging threats. Unlike
the myriad individual tools the cyber
force has received to date, PlanX lays a
common foundation that captures the
essence of the military decision-making
process and equips operators with the
tools needed to view cyber terrain, reason
about cyber activity and fight with cyber
capabilities.

GUARDING THE PERIMETER

As the Army prepares to operate in a con-
tested, multidomain arena that combines
land, air, sea, space and cyber, PlanX
crosses an important threshold in making
cyber operational at the tactical level. For
the acquisition community, it also serves
as a new approach to attaining emerging
cyber capabilities that are needed quickly.

In developing PlanX, DARPA worked
closely with the U.S. Army Cyber Pro-
tection Brigade, Army Cyber Command
(ARCYBER), the assistant secretary of
the Army for acquisition, logistics and
technology and multiple program execu-
tive offices to ensure that the capability
met operational needs for the Army’s
cyber force. But unlike the existing tools
in the Cyber Protection Brigade arsenal,
which are used mainly for specific func-
tions such as surveying and securing,
PlanX lays an integrated foundation for
executing, collaborating, planning and
managing a wide range of operational
cyber activities. It also integrates cyber
into the fighting mindset by making it

easier for Soldiers to visualize networks
as key terrain they are charged to protect.

To provide a common foundation and
operational platform, PlanX integrates
new and existing cyber tools and enables
collaboration across multiple teams oper-
ating simultaneously. Tools are selected
automatically based on mission-specific
plans—a vital time-saving capability in
the cyber realm, where vulnerabilities can
be exploited within seconds. The tools
then are deployed to monitor, survey and
map target networks to detect disrup-
tions and irregularities, and determine
whether those anomalies are malicious.

Think of it as defending an Army unit
out in the field. Just as a stray dog could
break a perimeter with no malicious
intent, network disruptions can also be
just that: a glitch. With PlanX, the cyber
force will have a common operating pic-
ture of information—portrayed through
standardized icons, intuitive graphics and
symbols—to illustrate network irregulari-
ties and relationships, allowing Soldiers to
determine the nature of the threat and act
accordingly. Perhaps even more powerful,
PlanX promotes a shared understand-
ing of cyberspace by “baselining” the
networks so cyber protection teams can
quickly visualize and identify anomalies.
Baselining cyber terrain, or determining
which critical assets to defend, is no dif-
ferent from establishing the engagement
area for any defensive operation.

This visualization component is also a key
driver in ensuring that the capability is
embraced by not only the most skilled,
experienced cyber Soldiers, but by other
operators as well. To make PlanX as
intuitive as possible, DARPA developers
sought to abstract and automate burden-
some or complex tasks and functions. It
also conducted training and war-gaming
to enable rehearsals in virtual ranges

while measuring performance and eval-
uating actions, so that commanders,
operators and analysts can collaborate
and make informed risk decisions. Focus
areas within the ranges include mission
rehearsal, operator training and malware
analysis, which are used to test the simu-
lations and understand the results.

NOT JUST ANOTHER

PRETTY FACE

While PlanX is turning heads because
of its capability alone, it also is being
closely studied by acquisition officials,
including those in the Army Rapid Capa-
bilities Office, who believe it could serve
as a model for quickly prototyping and
transitioning  emerging  technologies.
Stood up in August 2016, the Rapid
Capabilities Office is focused on rapid
prototyping and initial equipping of
capabilities, targeting the areas of cyber,
electronic warfare, survivability and posi-
tioning, navigation and timing, as well
as other high-priority projects designed
to enable Army operations in contested
environments. The office is watching how
parts of the technology could possibly be
delivered as a prototype or initial build,
which could mature over time through
incremental improvements delivered in
partnership with the Army’s acquisition
and science and technology communities.

Rare among military acquisition proj-
ects, PlanX fully embraced innovative
development methods straight out of Sili-
con Valley. Take, for example, the surge
weeks, “user jury” type events that spur a
constant and rapid cycle of improvement.
The process follows a six-week rotation,
kicked off when DARPA takes the lat-
est software build of PlanX to the Cyber
Protection Brigade so commanders and
operators can use and experiment with it.
Their feedback informs future develop-
ment sprints of PlanX by identifying and
prioritizing feature requirements, which
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BRINGING CYBER INTO FOCUS

DARPA's PlanX is working to help military cyber operators visualize the cyber battlespace and
perform missions there based on an established cyber framework and a common operating
picture. PlanX engineers are developing platforms that DOD will use to plan for, conduct and

assess cyber warfare in a manner similar to kinetic warfare. (Image courtesy of DARPA)

are then incorporated into the development schedule and dem-
onstrated during the next surge week. The first three surge weeks
produced almost 300 feature requests and identified bugs that
brought refinements to PlanX components, including the COP,
battle tracking methods, force management and threat overlays.

This quick and continuous interaction between DARPA, serv-
ing as the developers, and the Cyber Protection Brigade, serving
as the operators, is known in the computer gaming community
as DevOps, a mashup of the terms “software development” and
“information technology operations.” In the gaming world, if the
operators or customers aren’t happy or if the product is not intu-
itive to operate, the game is not getting played and the online
reviews are largely negative. This constant feedback pushes game
developers—and other cutting-edge companies such as Face-
book—to change code daily. Sometimes, the user is unaware
of those changes. Other times, the changes are announced as
an upgrade. Either way, DevOps represents constant and rapid
change based on steady interaction with operators.

DARPA is spreading this mindset in the Army development
community by conducting regular PlanX App Boot Camps,
where software engineers demonstrate the ease of building and
integrating tools within the PlanX system. Also, recognizing that
PlanX is an operational tool that will need to work in a system-
of-systems environment, DARPA participated in Cyber Guard
and Cyber Flag, annual exercises aimed at dealing with cyber
threats, and Hackathon, a weeklong exercise held in Arlington,
Virginia, to learn how to detect unfriendly network intrusions,
for additional feedback on PlanX. Not stopping there, DARPA
also brought in third-party red teams to hack the software, giv-
ing a fresh set of eyes the opportunity to find new vulnerabilities.

SET FOR RELEASE

With a planned transition in September to the Program Execu-
tive Office for Enterprise Information Systems’ (PEO EIS)
Project Manager for Installation Information Infrastructure
Communications and Capabilities (PM 13C2), PlanX will
soon graduate from prototype to program. It will be part of the
Army’s Defensive Cyber Operations Mission Planning solution,
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X MARKS THE SPOT

which provides an application-based,
scalable, secure warfighting capability to
support cyberspace operations, mission
command and planning at the global,
regional and local levels.

The transition represents a significant
milestone for the Army. PlanX was built
to test a “DARPA hard”—or extremely
difficult to

determine if a system could abstract

achieve—hypothesis: to

and interact with cyberspace in such a
way that users could apply the military
science of maneuver-centric warfare to
cyber operations. Now, with only a few
months remaining before the program
transitions to the acquisition arena, the
Army is set to gain a system that could
serve as its baseline mission command
system for cyberspace operations.

Technology maturity will be key to the
success of the PlanX transition, and PM
I3C2 has been engaged in the program
since its beginning. An initial technology
readiness level assessment was conducted
with Carnegie Mellon University in
the first quarter of FY17, and PM 13C2
will continue to assess the technology
throughout the next several months with
key stakeholders by leveraging develop-
mental and operational assessments to
ensure that the technology is ready for
transition to production and deployment.

Another critical aspect of the transition is
requirements planning and documenta-
tion. Recognizing that the development
of information systems is quite differ-
ent from that of a major weapon system,
the Army is using the proven Informa-
tion Technology (IT) Box approach for
its defensive cyber operations capability
requirements. This construct provides the
flexibility needed to meet the challenges
of cyber. The IT Box breaks down the
information system initial capabilities
document into deliverable increments,

—
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SURGING FORWARD

Army Cyber Protection Team members use PlanX at a recent surge week, one of the development
methods used to create and improve the system. First used by software and system developers in
Silicon Valley, surge weeks are designed to gather user feedback about system functionality. That
feedback is used to identify and prioritize new requirements, which then are incorporated into the
development schedule and demonstrated during the next surge week. (U.S. Army photo)

based on requirements definition pack-
ages, and uses periodic capability drop
documents to make changes to a baseline
product. This approach allows the Army
to adjust and upgrade PlanX and related
capabilities more quickly to keep pace
with evolving technologies and threats.

CONCLUSION

With global threats changing rapidly, the
Army recognizes the need for increased
readiness in cyberspace, including across
DOD’s Cyber Mission Force. PlanX sup-
ports several of Army Cyber Command’s
operational priorities for designing, build-
ing, delivering and integrating capabilities

for the future fight. PlanX will likely

inform future offensive cyber operations
capabilities as well.

At the same time, PlanX shows how Army
acquisition can balance initial capability
to satisfy requirements while also lay-
ing the groundwork to adopt emerging
technologies quickly. Industry already
does this, and the Army’s broader cyber
community is watching and listening.
With DARPA’s agility setting the stage
for further improvements at PEO EIS,
tomorrow’s Soldiers could have a cyber
COP and common foundation that is just
as familiar as physical terrain—and cor-
responding capabilities to defend, fight

and win on this newest field of battle.
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SAME MISSION, DIFFERENT BATTLEFIELD

Soldiers with the 780th Military Intelligence Brigade conduct cyberspace operations during a
training rotation at the National Training Center at Fort Irwin, California, in January 2016. The
Fort Meade, Maryland-based 780th was one of several cyber organizations participating in
the rotation as part of a pilot program designed to help the Army develop how it will build and
employ cyber in its tactical formations. (U.S. Army photo)

IDENTIFY, DEFEND AND PROTECT

By incorporating information like this screenshot, which shows a view of the battlespace and

the status of executed courses of action, PlanX allows warfighters to plan and conduct cyber
missions based on the defense of key cyber components such as mail and file servers, routers and
gateways, and provides visibility into the status of those components. (Image courtesy of DARPA)

For more information, go to http://lwww.
eis.army.mill; http://www.darpa.mil/;
bttp:/fwww.arcyber.army.mil/Pages/
ArcyberHome.aspx; and http://rapid
capabilitiesoffice.army.mil/.
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BLUE TEAM SEARCHES FOR RED

A High Mobility Multipurpose Wheeled Vehicle ouffitted with a radar system scans for possible
enemy aircraft during a training exercise as part of NIE 16.2 near Fort Bliss, Texas, in May
2016. NIE 16.2 took a new approach to testing and evaluating new cyber capabilities: Instead
of keeping the teams that play Army users and opposing forces separate until the event was

over, NIE 16.2 allowed them to talk and evaluate during the event, giving stakeholders a better
understanding of new systems’ strengths and weaknesses sooner. (U.S. Army photo by Sgt. Jarred
Woods, 16th Mobile Public Affairs Detachment)
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PARTNERING af the
SPEED s CYBER

Stakeholders broke out of
traditional roles while testing
and evaluating cybersecurity
at NIE 16.2, learning that
when red and blue teams
talk earlier and more often,
cyber systems get stronger.

by Lt. Col. Jeff Strauss and Myr. Robert Wedgeworth

he ever-increasing complexity and interconnectiv-

ity of Army tactical networks and mission command

systems, along with the requirement for mission assur-

ance in the contested domain of cyberspace, present a
unique challenge to operational test and evaluation (T&E). The
challenges in cyber T&E stem from several factors, first among
them the sheer number of devices and the amount of data they
exchange. These, when coupled with the growing size, evolution
and complexity of software and the ever-present human factor risks,
can make it seem nearly impossible to assess the true cybersecurity
posture of our networks.

These challenges call for new and innovative ways to partner for
success in cyber T&E—in fact, a fundamental change in our tra-
ditional approaches. One such successful partnership was evident
recently in the teaming of multiple organizations at Network Inte-
gration Evaluation (NIE) 16.2. During this event in May 2016,
the stakeholders charged with developing, testing, fielding and
ultimately operating and defending tactical networks and mission
command systems took a fresh look at cybersecurity T&E para-
digms, including the exchange of information.
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These stakeholders included program
managers (PMs) from the Office of
the Assistant Secretary of the Army
for Acquisition, Logistics and Technol-
ogy (ASA(ALT)), along with testers
from the U.S. Army Test and Evalua-
tion Command (ATEC), the U.S. Army
Research Laboratory (ARL), the U.S.
Army Training and Doctrine Com-
mand (TRADOC) G-2, and the Threat
Systems Management Office (TSMO).
Army cyber defenders at the brigade,
division and regional cyber center levels
completed the team.

Cybersecurity T&E requirements are
grounded in DOD Instruction 5000.2,
“Operation of the Defense Acquisition
System,” and other supporting regula-
tions and directives. The primary purpose
of cybersecurity T&E is to determine the
operational impact of real-world cyber
effects on the unit’s mission. The overall
evaluation of a system’s cyber posture is
a result of testing across the spectrum
of developmental and operational envi-
ronments, which typically follow the
test-fix-test model. The operational test
(OT) environment is the most complex
and involves linking the system under test
to the Soldier operators and defenders in
an operational environment, including a
representative cyber threat force.

CYBER TESTING STEP BY STEP
The first step to cyber testing during an
OT event is a cooperative vulnerabil-
ity and penetration assessment (CVPA).
Cybersecurity professionals evaluate the
system to uncover all potential vulner-
abilities and threat vectors. The system
technical experts, typically program
office or field service representatives, and
network defenders cooperate fully and
work directly with ARL testers to per-
form a comprehensive assessment. The
CVPA typically occurs weeks or months
before the actual OT. The results of the

CVPA are shared with defenders and
owners of the system under test. Then
cooperation begins to attempt to correct
any cyber deficiencies before the next
phase of testing.

The second cybersecurity test event is the
adversarial assessment. This assesses the
ability of a unit equipped with a system
to support its missions while withstand-
ing validated and representative cyber
threat activity. Additionally, testers are
chartered to evaluate the ability to protect
the system, detect threat activity, react
to threat activity, and restore mission
capability degraded or lost due to threat
activity. In NIE 16.2, cyber operators
from the TSMO assumed this adversarial
role, attempting to gain access, exploit
vulnerabilities and create mission effects
on the systems under test.

BLUE VS. RED

In a traditional OT environment, partici-
pants maintain a rigid separation of the
test audience, known as the blue team,
and the opposing threat forces, or the red
team, to preserve the operational realism
of the test event. In the cyber domain, this
“firewalling” of the red and blue elements
historically has led to disappointing and
frustrating cyber assessments.

There are several challenges with this tra-
ditional model. The primary challenge
is a lack of timely detailed feedback on
the systems and the efforts to defend
them; feedback typically is not available
until well after all testing is completed.
Without any dialogue among stakehold-
ers, these OT events fail to achieve their
full potential in uncovering system vul-
nerabilities and developing improvement
strategies for detection and mitigation.
While traditional tests typically achieve
the goal of demonstrating the opera-
tional risk of cyber vulnerabilities, they
fall short of the goal to actually improve

prevention, detection and mitigation
procedures.
Historically, OT cyber testing has
revealed a consistent list of problems:
default passwords, misconfigured hard-
ware, poor user behavior and unpatched
vulnerabilities. While this is important,
much more can and should be learned
from these rare opportunities to exercise
cyber defense in a realistic environment.
When cybersecurity OT finds only seem-
ingly simple issues that surface routinely,
it leads to frustration for decision-makers
at every level.

The result of firewalling key players dur-
ing cyber OT often results in the system’s
PMs discovering the “bad news” far too
late in the system life cycle, when making
meaningful changes is more costly and
time-consuming. The lack of real-time
feedback was also a problem for prin-
cipal decision-makers throughout the
acquisition and T&E communities who
desired more comprehensive exploration
of cyberattack vectors and methods.

A DIFFERENT APPROACH
During NIE 16.2, Brig. Gen. Kenneth
L. Kamper, then commanding general
of ATEC’s Operational Test Command,
envisioned a different approach to cyber
OT centered on teaming. “We have some
very specific goals when it comes to cyber
operation testing and protocols that need
to be followed for good reasons, but we
also ought to be using every opportunity
to learn and get better every day,” Kam-
per said after the event.

Striking that balance was the goal of
several partner agencies charged with
conducting cyber OT at NIE 16.2. The
central concept involved much more
frequent and results-minded interac-
tion between the red and blue elements.
The assumption was that if the network
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ONE DEVICE OF MANY

A Soldier assigned to 1st Battalion, 1st Infantry Regiment, 2nd Brigade Combat Team sets an
unmanned observer drone during NIE 16.2. The huge number of devices and systems in the
network—and the volume of their interactions with one another and their human users—make it

difficult for Army cyber defenders to get a true picture of the Army's cybersecurity posture. This
challenge has prompted closer and more farreaching partnerships among stakeholders in the
acquisition, T&E, research, training and doctrine and threat assessment communities to develop more
effective assessments. (U.S. Army photo by Sgt. Henrique Luiz de Holleben, 55th Combat Camera)

defenders (blue team) were provided more information about
how the cyber threat (red team) was behaving, they would be in
a much better position to prevent, detect, react to and ultimately
defeat the cyber threat and restore systems. The result would be
a more comprehensive assessment of the cybersecurity posture
of systems under test during the condensed testing window of
the 14-day evaluation.

The teams met before the event and at the midpoint to discuss
what each was seeing on the network. These formative dis-
cussions, while somewhat guarded to maintain a spirit of fair
competition, were productive in ensuring that the teams were
not overly focused on one aspect of the network and systems. At
the end of the event, a much more robust and open technical
exchange was conducted. This exchange, labeled the “Tech-on-
Tech,” was analogous to the after-action reviews that are a staple

of the combined arms training centers. Here, both red and blue
teams discussed what their plans and actions were during each
phase of the test event. The discussion allowed an immediate,
in-depth analysis of the action-to-counteraction maneuvering
on the network, and resulted in lessons learned for the defenders
as well as those responsible for system engineering and design.

TECH-ON-TECH

A special feature of this exchange was the presentation of a
codified assessment of defenders’ actions against the threat.
This evaluation rubric outlined behaviors and criteria along a
continuum of observed indicators from the viewpoint of the
adversary. The red team essentially told the blue team how hard
the blue team made each phase of the threat presentation based
on discrete observations of the network security. The feedback
from the event was uniformly positive. One observer from the
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blue team stated that he learned more
during this event than from all previous
NIEs combined. This positive response
has prompted decision-makers to further
explore and codify this concept for future
NIEs and similar cyber test events.

While senior leaders in the test and PM
communities push for more opportuni-
ties to partner closely in cyber T&E, they
are also paying special attention to ensure
the integrity and validity of operational
realism. In planning future exchanges
during OT, caution is warranted in data
exchanges among developers, defenders
and testers. It is critical that teams not
mask system issues, and thus make sys-
tem performance appear better in a test
than it would actually be in a true opera-
tional situation, by exchanging too much
information. Invalid testing could allow
the fielding of substandard equipment,
threaten our national security and ulti-
mately cause loss of service members’ lives.

The stakeholders at NIE 16.2 did an
excellent job of balancing this need to
maintain threat integrity for the system
under test with the desire to make sys-
tems better through collaboration. While
these partnering events were not as
robust as exchanges held during training
events or Army Warfighting Assessments,
they re-established the notion of “one
team” and helped break down the “us
vs. them” atmosphere that can inhibit
positive exchanges and improvement in
cybersecurity.

Ensuring that systems are ready for
Soldiers to rely on them on the battle-
field remains the focus of operational
testing, and these exchanges helped to
meet that end. The Tech-on-Tech discus-
sion, observed by PMs and developers,
provided great insight into the test and
how systems fared against a representa-
tive cyber threat. The content was much

ENABLING BETTER MISSION COMMAND

A Soldier inspects a mobile WIN-T network node during NIE 16.2. WIN-T provides the tactical
communications network backbone to enable mission command, network communications and
situational awareness across the brigade. The realtime interactions between red and blue teams
at NIE 16.2 offered WIN-T's developers the opportunity to note and fix weaknesses in this critical
backbone sooner. (Photo by Amy Walker, PEO C3T Public Affairs)

more technical than at previous events,
covering specific software and hardware
vulnerabilities and exploitations. During
the final exchange, subject matter experts
from both teams participated in focused
discussions with system developers on
how to thoroughly improve the system
under test.

CONCLUSION

The initial feedback on these discussions
has been very positive. Col. Greg Coile,
project manager for the Warfighter Infor-
mation Network — Tactical (WIN-T),
praised the continued partnering initia-
tive. “The insights we gained in near-real
time of potential vulnerabilities in the
network and applications enabled us to
make rapid improvements to continue
to harden the network,” he said after
the event.

A post-test presentation of NIE 16.2
cyber findings, hosted by the Program
Executive Office for Command, Con-
trol and Communications — Tactical
(PEO C3T) after a more comprehensive
analysis of the event results, discussed
source code and software
features that could be modified to
enhance security. This review looked

various

at network diagrams and screenshots
of trouble areas, among other analysis,
and reinforced the spirit of partnership
as developers, PM system engineers,
various software testers, red and blue
teams, and PM and PEO leadership
worked together to better understand
the cybersecurity posture and perfor-
mance of the tested systems.

After the event, Nancy Kreidler, the infor-
mation assurance program manager for
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FEEDBACK STRAIGHT FROM THE FIELD

During NIE 16.2, Soldiers in the desert delivered feedback on the systems under test through the 2nd Brigade
Combat Team, 1st Armored Division’s Main Tactical Operations Center. Culminating this steady feedback was
an open, rigorous, highly detailed Tech-on-Tech review at the end of the NIE in which the red and blue teams
discussed their plans and actions to aftack and defend a cyber system during each phase of the test event. (Photo
by Vanessa Flores, ASA(ALT) System of Systems Engineering and Integration Directorate)

PEO C3T, summed it up this way: “The
follow-on technical exchange between
the red team and our larger team of secu-
rity engineers from the program offices
was invaluable. It allowed our folks to
look at vulnerabilities in a new light
and get after some of these challenges in
our labs.”

The unassailable truth about cybersecu-
rity is that the discipline is evolving at a
rate that challenges our current processes
all along the spectrum of doctrine, orga-
nization, training, materiel, leadership
and education, personnel, facilities and
policy. If we are to have any chance to
surmount this rapidly changing prob-
lem, we must be willing to challenge
our own culturally entrenched ways of
thinking about the problems and refuse
to become moored to any idea that limits

our overall ability to respond to change
and accomplish valid and reliable testing.
Partnership among all stakeholders is the
key to tackling these difficult problems in
a dynamic discipline.

For more information on how programs
can succeed through increased partnering
between the test and acquisition communi-
ties, or to request test team support, go to
bttps:/lwww.atec.army.mil/rfts.html.

LT, COL. JEFF STRAUSS is the senior
acquisition adviser in the Survivability
Evaluation Directorate of ATEC, with
over 10 years of acquisition and TSHE
experience. He holds a master’s degree in
cybersecurity policy from the University
of Maryland, Baltimore County and a

B.S. in construction science from Texas

ASM University. A member of the Army
Acquisition Corps (AAC), he is Level II
certified in program management and is a
certified project management professional.

MR. ROBERT WEDGEWORTH is a
threat cybersecurity operations test lead
with TSMO wunder the Program Execu-
tive Office for Simulation, Training and
Instrumentation. He has over 15 years
of experience in the areas of information
warfare and cyberspace operations. He has
an M.S. in systems engineering (informa-
tion warfare) from the Naval Postgraduate
School and a B.S. in mathematics from
Auburn University. He is Level I1I certified
in information technology and a member

of the AAC.
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SMARTER, SAFER RESUPPLY

Joint Sustainment Command — Afghanistan Soldiers conduct a convoy

in southern Afghanistan to relocate equipment between Tarin Kowt and
Kandahar. CERDEC is exploring artificial intelligence technologies that could
perform logistics analysis to determine when, where and how fo conduct
maneuvers like this to resupply critical mission assets. (Photo by Capt. Steven
P. Haggerty, 1225th Combat Sustainment Support Battalion, Army National
Guard Element, Joint Force Headquarters Michigan)
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1 Autonomous control of routine, time-
l consuming tasks could free up commanders
to concentrate on more difficult decisions.

Al
| _‘ﬁ-l-:'.' .' A

by Mr. James Hennig, Dr. Peter Schwartz
and Ms. Kathryn Bailey

hen the fight commences, the commander shifts the
military decision-making process into high gear.

While the commander’s years of experience often dic-
tate the pace of this process, even the most battle-hardened leaders must
operate within the confines of the human brain’s cognitive capabilities.
What if technology could automate routine, time-consuming tasks to
shave minutes, or even hours, off decision-making? DOD thinks it can
and is evaluating overarching concepts that would incorporate auton-
omous systems and artificial intelligence (Al) into its future combat
warfare missions.

Al is a component of the Pentagon’s third offset strategy, designed to

obtain strategic advantage by outmaneuvering adversaries through

<L advanced technologies. The first offset strategy began with the develop-

) ment of a nuclear arsenal during the early Cold War years of the 1950s.

The U.S. implemented the second offset strategy in the 1970s and

T‘j\ -“' 1980s, when it introduced stealth systems, precision-guided weapon

-l technologies and GPS. The third offset strategy, according to Deputy

T . Secretary of Defense Bob Work, will “lead to a new era of human-
machine collaboration and combat teaming.”
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MISSION COMMAND ON SEMI-AUTOMATIC

In a mission command construct, which
integrates the warfighting functions of
movement and maneuver, fire support,
sustainment or logistics, reconnaissance,
surveillance and intelligence, Al systems
must “learn” to communicate the com-
mander’s intent. But only by establishing
parameters within which the technology
can operate will it gain the commander’s
trust. The goal is to allow Al to process
certain tasks and functions that are data-
heavy or generally repeatable and then
rapidly suggest courses of action (COAs)
to the commander, who ultimately will
make the final decision.

LEVELS OF AUTONOMY

As the Army’s applied research
and  advanced  technology  devel-
opment organization for  mission

command capabilities, the U.S. Army
Communications-Electronics Research,

Development and Engineering Cen-

ter (CERDEC) understands both the
art and science of mission command
and believes that AI will have consider-
able implications for mission command

MAPPING THE USE OF Al

Steve Mazza, an engineer with the Command, Power and Integration Directorate, explains

the automated planning framework concept, which would use artificial intelligence to partially
automate the military decision-making process for commanders and staff, including COA
development for maneuvers. (U.S. Army photo by Lindsey Rash, CERDEC)

capabilities. CERDEC is monitoring
Army strategy closely, along with Al

Al could provide Soldiers
better navigational
information based on its
understanding of how
other squads crossed

advances in industry and academia, as
it evaluates options to produce mission
command systems that communicate the
commander’s intent and provide military
users automated assistance with planning,
monitoring and decision-making.

terrains under specific
environmental conditions
or fimes, fo suggest an
alternate route that would
be faster and safer.

different

autonomy based on the amount of human-

Systems  achieve levels  of
to-machine interaction required to operate
them. Autonomous technologies are fur-
ther categorized as either “autonomy at
rest,” which are software agents or the
brains behind a system, or “autonomy in
motion,” which represent actual platforms,

such as driverless vehicles and robots.

COMMAND BY DIRECTIVE

At the lowest level of autonomy, “com-
mand by directive,” systems require
a one-to-one human controller. Each
autonomous machine is controlled
by joystick using high-bandwidth/
low-latency communications within a
reliable communications range. In mis-
sion command systems, command by
directive applies to autonomy at rest,
because the user must tell software
agents exactly what to do through every
step of the process to achieve the objec-
tive. Most software and robotic systems
operate in this manner; for example, the
explosive ordnance disposal robot is
joystick-controlled.
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COMMAND BY PLAN

“Command by plan” provides autonomy at a middle level, where
scientists specifically instruct the software on when, where and
how to carry out tasks that alleviate the burdensome direct
joystick control. For example, CERDEC’s mission command
experts explored autonomous route-planning technologies for
intelligence, surveillance and reconnaissance missions. The
operators identified an objective and instructed unmanned
aerial and unmanned ground vehicles to maneuver to certain
waypoints on a map. The software was able to determine how
best to reach those waypoints—for example, to avoid certain
obstacles. The CERDEC technology developed under this pro-
gram was a first step at moving from command by directive to
the higher-level command by plan.

In another example of midlevel autonomy, CERDEC is
gathering user feedback to develop an automated planning
framework prototype that would allow computer scientists to
use Al technologies to assist in mission planning, monitor-
ing and prediction. This framework would allow commanders
and staff to run through the military decision-making process,
which includes COA development and analysis for maneuvers
to identify who will go where, when and how; logistics to con-
vey how much fuel, ammunition or water will be needed, and
when to refuel. Eventually the system would support all other
warfighting functions, such as fires and intelligence.

To support the logistics portion of this plan, CERDEC has
developed the Energy Aware Mission Planning Tool (E-AMP),
which would select supply routes, understand what vehicles are
traveling along those routes, assess weather and other environ-
mental factors and calculate how much fuel is needed to support
a COA, allowing a logistics officer to design a concept of sup-
port. In the long run, Al can extend the capabilities of this
software automation by performing reasoning and optimization
to provide useful recommendations, such as how and where to
conduct resupply and which assets to use.

COMMAND BY INTENT

In each of the above scenarios, developers still program specific
tasks into the system. At the highest level of autonomy, “com-
mand by intent,” programmers do not tell the computer what to
do; they instruct the computer on how to figure out what to do.
In this scenario, the system is provided only with the objective,
such as to patrol and secure an area. It does not require further
instructions on how to reach map waypoints or any other tasks
required to pronounce an area secure.

It is imperative to understand that CERDEC’s efforts will use
Al to augment human capabilities—not replace them. Humans
and machines work best in combination when they comple-
ment each other using what some have called the centaur model,
which pairs machine precision and reliability with human
robustness and flexibility. In that model, commanders evaluate
input collected with Al but make the final decision about what
COA to take. CERDEC is teaming with industry, other gov-
ernment research and development entities and academia, and
conducting internal working groups to understand this human-
to-technology paradigm to organically grow its Al expertise.

For example, CERDEC, in conjunction with Carnegie Mel-
lon University, participated in an Army technology objective
that concluded in 2012 and focused its Al efforts on enhancing
three mission command principles: build cohesive teams, cre-
ate shared understanding and reinforce the commander’s intent.

READY FOR A CLOSE-UP

CERDEC engineers Eric Bickford, left, and Dr. Gary Katulka demonstrate
a laboratory prototype of a vision-aided navigation system for
dismounted Soldiers. PNT capabilities aid GPS when its signal becomes
degraded or denied by environmental conditions or an adversary.
Machine learning could insert intelligence into PNT systems so that
Soldiers know which sensors are most reliable under any given
circumstance. (U.S. Army photo by Kathryn Bailey, CERDEC)
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MISSION COMMAND ON SEMI-AUTOMATIC

Autonomy is the delegation of decision-making authority

COMMAND BY DIRECTIVE

SCALING THE PYRAMID

HIGH
A

- Give goals, resouces, constraints.

- Decisions at point of action.

« Minimizes commander’s cognitive
burden.

« Fast yet coordinated decisions.

« Give steps, contingencies.

+ Decisions at middle echelons.

+ Reduces commander’s cognitive
burden.

« Coordinated but limited agility.

Awouojne JO [9ADT

- Give one step at a time.

« Decisions at high echelons.

- Maximizes commander’s cognitive
burden.

- Very slow decisions, no agility.

Low

The use of artificial intelligence isn't an all-or-nothing proposition: Systems achieve different levels
of autonomy based on the amount of human-to-machine inferaction required to operate them.
CERDEC is evaluating Al technologies that will capture the commander’s intent to provide the
highest level of autonomy for mission command systems. (Image courtesy of CERDEC)

Commanders and staff naturally increase their use of automa-
tion when communicating instructions, coordinating resources
and gathering information for analysis. To assist the com-
mander with analyzing staff behavior and effectiveness, which
could be two levels down, researchers conducted forensics on
staff digital conversations—such as text and chat—to identify
key actors, locations, resources, patterns of interest, hidden con-
nections and spheres of influence from within the organization.
This information helps to identify how well the staff is, or is not,
synchronized, to aid the commander in propagating his intent
throughout the organization.

MACHINE LEARNING
One Al technology, machine learning, will significantly aid mis-

sion command by allowing computers to provide better answers

as they are exposed to more data. Machine learning draws from
big data across all of the internet—every Facebook and Twitter
post, every image, coupled with high-performance computing—
and allows the computer to process billions of lines of code to
find new correlations between data sets and thereby complete
complicated tasks in nanoseconds.

CERDEC is exploring options to apply machine learning to
intelligence systems, which would speed up the process for
finding correlations between data sets, such as learning new pat-
terns and recognizing images. Machine-aiding tasks and asset
collection would maximize the value of reconnaissance and sur-
veillance information while minimizing the risk to the mission
and friendly forces.
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CERDEC’s efforts will use Al to augment human
capabilities — not replace them. Humans and

machines work best in combination when they
complement each other.

To aid the Army’s cyber defense objec-
tives, CERDEC is evaluating how Al and
machine learning could improve anom-
aly detection and possibly incorporate a
response inspired by the human immune
system, which would allow a system not
only to recognize when a malicious virus
is attacking it, but learn to repair itself.

Another area that is primed for Al support
is position, navigation and timing (PNT).
CERDEC is currently supporting the
Army’s priority to develop assured PNT
technologies, which provide Soldiers
and autonomous systems the capability
to conduct operations in GPS-denied
or -disrupted conditions. PNT solutions
comprise an assortment of sensors such
as inertials, which use accelerometers and
gyroscopes to measure position orienta-
tion and velocity, and cameras to shoot
and compare pictures frame by frame to
determine movement. These combined
sensors aid GPS, but some may be more

reliable in certain situations.

Machine learning would insert intelli-
gence into the system to autonomously
determine which sensors are the most
trustworthy. For example, Al could
Soldiers

information based on its understand-

provide better navigational

ing of how other squads crossed terrains

under specific environmental conditions
or times, to suggest an alternate route
that would be faster and safer. Soldiers
who may be relying on a camera for posi-
tion information may not realize that the
sun is interfering with the camera, so Al
would ignore that sensor (the camera)
to ensure that the most accurate sensors
provide the required information.

To ensure alignment with Army strat-
egy, CERDEC plans to support the
U.S. Army Tank Automotive Research,
Development and Engineering Center,
the Army’s autonomy lead, as it incorpo-
rates manned-unmanned teaming into
its initiatives. CERDEC also plans to
support the U.S. Army Maneuver Cen-
ter of Excellence, the Mission Command
Center of Excellence and sister science
and technology organizations to develop
technologies and approaches that incor-
porate all aspects of autonomous systems
into mission command systems and

doctrine.

CONCLUSION

CERDEC, as the Army’s mission com-
mand research and development arm,
is working to grow its Al and machine
learning expertise and rapidly integrate
advances from industry and academia

into effective mission command systems.

By introducing these technologies into
the mission command tool set, systems
will achieve the highest level of auton-
omy to allow decisions at the point of
action—which, in turn, will minimize
the commander’s cognitive burden to
enable fast yet coordinated decisions.
Communicating the commander’s intent
to autonomous entities, both at rest and
in motion, letting computing systems act
on our behalf and trusting automation to
provide recommendations and assistance
where appropriate will act as force mul-
tipliers and ultimately provide the U.S.
and its allies with overmatch capability.

For more information, go to http://lwww.
cerdec.army.mil/contact/.

MR. JAMES HENNIG is the associate
director for systems engineering with
CERDECs  Command, Power and
Integration (CP&l) Directorate. He is a
Ph.D. candidate in systems engineering at
the Stevens Institute of Technology, and
holds an M.S. in software engineering
from Monmouth College and a B.S. in
mechanical engineering from the University
of Toledo. He is Level III certified in

engineering.

DR. PETER SCHWARTZ is a lead enter-
prise systems engineer for the MITRE Corp.,
supporting CERDEC’s CP&1 Directorate.
He holds a Ph.D. and an M.S. in com-
puter science and intelligent systems from
the University of Michigan, and a B.S. in
computer science and a B.A. in psychology
[from the University of Maryland.

MS. KATHRYN BAILEY is the public
communications adviser for Decision Engi-
neering Inc., assigned to CERDEC’s CPerl
Directorate. She holds a B.S. in communi-
cations from the University of Maryland
University College.
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CALLING IT IN

An AH-64 Apache attack helicopter lands as
Soldiers radio reports during an opposing

forces “attack” in July 2016 as part of Arctic
Anvil 2016, an exercise in Donnelly Training
Area near Fort Greely, Alaska. The exercise ;
gave FAST advisers the opportunify'fo see whais

issues Soldiers experience with equipment and
technology. (Photo by Justin Connaher, 673rd
Air Base Wing)
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SCIENCE

— on the —

SPOT

RDECOM science advisers assigned to commands in the
field are poised to respond to capability gaps quickly—
often with a prototype produced with 3-D printing.

b_y Ms. Argie Sarantinos-Perrin

f Gloria shows any signs of distress, Soldiers know to steer clear. That’s because Glo-

ria, a pig who came to “life” through the magic of additive manufacturing, or 3-D

printing, makes loud noises and oozes if there are chemical, biological or nuclear

threats nearby. Without Gloria, Soldiers could step into a potentially hazardous
situation without even realizing it.

Gloria is one of the numerous projects that the Field Assistance in Science and Technol-
ogy (FAST) advisers have developed, along with Edgewood Chemical Biological Center
(ECBCQ), to keep Soldiers safe. FAST advisers, part of the U.S. Army Research, Develop-
ment and Engineering Command (RDECOM), are positioned with major units around
the world and serve as liaisons between the commands and RDECOM. The FAST pro-
gram gives commanders access to thousands of subject matter experts within RDECOM.
As a major subordinate command of the U.S. Army Materiel Command, which researches,
designs and develops every item that a Soldier wears, drives, flies, communicates with or
operates on the battlefield, RDECOM provides commanders with innovative solutions for
operational issues, enabling them to focus on their missions.
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SCIENCE ON THE SPOT

“What RDECOM provides is not just
material technology that goes in the
hands of the warfighter, but a dynamic
and responsive presence to the emerg-
ing threats warfighters face,” said Maj.
Angela Smoot, RDECOM FAST adviser
to U.S. Army Europe. Smoot, who has
been a FAST adviser for two years, enjoys
seeing Soldiers “light up” when she intro-
duces a new technology to them, and she
uses their feedback to advance technol-
ogy development.

EXPERTISE AROUND

THE WORLD

There are currently 28 FAST advisers
deployed in major commands around the
world, including U.S. Army Europe, U.S.
Forces Korea (USFK), U.S. Army Pacific,
U.S. Africa Command and U.S. Army
Garrison Japan. The advisers are mostly
scientists and engineers who have expe-
rience in one or more fields, including
mechanics, electronics, computer science,
physics, chemistry, optics and aerospace
design. The assignments are two to three
years long.

One of the challenges that Smoot faces
is ensuring that equipment and technol-
ogy are interoperable between countries.
That is no small feat since most European
countries share multiple borders, and

their close proximity may cause spectrum

and frequency issues between countries.

For instance, bringing new technology,
such as a radio that operates on the same
frequency as commercial equipment, into
a country can cause a conflict, especially
if the new equipment uses high power.
The conflict may result, for example, in
shutting down cellular coverage or emer-
gency services. To avoid this situation,
the host nation provides the frequency
and power that the equipment must
operate with to eliminate conflict. Addi-
tionally, NATO allies must provide input
before a new technology is brought to the
European theater.

“I worked directly with the staffs at USFK,

8th Army and 2nd Infantry Division,
interacting at gunneries and exercises to
keep a thumb on the pulse of emerging
requirement gaps,” said Lt. Col. Marc
Meeker, formerly the FAST adviser to
USFK and now director of the U.S.
Army International Technology Center
Atlantic — Germany.

Once FAST advisers identify require-
ments or capability gaps within their
commands, they query program man-

agement offices, RDECOM’s research,

development and engineering centers

PROTECTION PLUS

A chemical Soldier from Tst Stryker Brigade
Combat Team “Arctic Wolves” participates

in the Arctic Anvil exercise that was held in
Alaska in July 2016. FAST advisers are using
cutting-edge technology demonstrated at
exercises like Arctic Anvil to close capability
gaps and keep Soldiers safe. (Photo by Rodney
Jackson, 196th Infantry Brigade, Joint Pacific
Multinational Readiness Capability)

(RDECs) and industry partners to expe-
dite potential solutions. The solution is
often a prototype that is developed in a
prototype integration facility at one of

the RDEC:s.

When Soldiers in Germany couldn’t
see the brownish-green, donkey-shaped
pillow that alerted them to a chemical,
biological or nuclear threat, the FAST
team worked with ECBC to develop
Gloria the pig. While the 4-by-4-foot
“donkey” blends into the ground terrain,
Gloria’s bright color and ability to make
loud noises and ooze if there are threats
nearby make her a good training tool for
Soldiers. Since Gloria can be manufac-
tured quickly via 3-D printing, the wait
is shorter than if a similar product had to
be shipped from stateside, and the cost to
ship is eliminated.

“Getting prototypes into the hands of Sol-
diers mitigates the gaps that are often the
result of long lead times,” said Meeker.

“If a program manager says he’ll have a
production model in 2022 but I can get
a prototype now, the gap has just been
lessened. It is even better when there is
no financial burden on the command
because prototypes or low-rate initial
production models are already paid for
with research dollars.”
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FAST advisers also work with outside
agencies, including the U.S. Army Test
and Evaluation Command, U.S. Army
Training and Doctrine Command and
various program management offices, to
field technology. Working with Meeker
when he was the FAST adviser in Korea,
the project manager for Maneuver
Ammunition Systems within the Program
Executive Office for Ammunition fielded
a safer training munition for Soldiers.
The new M1020 120 mm training muni-
tion, fielded to the 2nd Infantry Division,
has a nose that breaks on impact, decreas-
ing fragment size and rapidly dissipating
kinetic energy, resulting in less damage
at ranges and fewer fragments in the
training area. Developed by RDECOM’s
Armaments Research, Development
and Engineering Center (ARDEC), the
M1020 is fired from the main gun on the
M1 Abrams battle tank.

SIDE BY SIDE WITH SOLDIERS

FAST advisers work closely with Soldiers
in the field. By supporting Army exer-
cises and training events, FAST advisers
see firsthand what issues Soldiers experi-
ence with equipment and technology.

Andy Margules, FAST adviser to U.S.
Army Alaska, was a part of the Arctic
Anvil exercise in July 2016. The exercise,
supported by more than 8,000 person-
nel from the Army, National Guard, Air
Force, foreign partners, civilians and
contractors, was the largest held in the
interior of Alaska in 15 years. It was also
the first time that the Joint Pacific Mul-
tinational Readiness Capability, a mobile
package of personnel and equipment
designed to support training exercises
across the Pacific theater, was used out-
side of Hawaii.

“Maintaining a strong relationship with
the Air Force, Navy and Coast Guard
personnel in Alaska is key, and informing

them of potential technologies and oppor-
tunities to experiment and demonstrate

technology is paramount,” said Margules.

Margules is currently supporting a proj-
ect that moved from the beginning stage,
where the need for a quicker, safer sys-
tem was identified, to the testing stage.
The Prime Mover Ammunition Carrier
(PMAC), designed by Ist Lt. Thomas

Prose of the st Stryker Brigade Combat
Team, was prototyped by ARDEC and is

being evaluated at the National Training
Center, Fort Irwin, California.

Prose designed PMAC with speed, utility
and safety in mind. Built with M232 pro-
pellant canisters, PMAC can hold both
M107 and M795 series projectiles. Using

steel components and bolted directly to

the vehicle (unlike with the prior system),

SONG OF THE SOW

PMAC holds the projectiles in place
even if the vehicle rolls over. In addition,
PMAC is located at the driver’s end of the
vehicle, ensuring easy access to get the

gun firing quickly.

In February 2015, Margules worked
with engineers from RDECOM’s Tank
Automotive  Research, Development
and Engineering Center (TARDEC) to
test a ground robotic system in Alaska’s
diverse, mountainous terrain, extreme
cold weather and high altitude. Feedback
from those tests not only informed the
capability development document, but
also will be used for future unmanned
ground robotic projects.

In addition to their technical knowledge,
FAST advisers are often relied on to

e
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Gloria, manufactured with 3-D printing, is used as a training tool for Soldiers to detect chemical,
biological or nuclear threats. (Photo by Staff Sgt. Eddie Siguenza, U.S. Army National Guard)

ADOTONHDIL 2 dDNAIOS

ASC.ARMY.MIL | 59


asc.army.mil

SCIENCE ON THE SPOT

bridge communication gaps. For instance,
Jinwoo Park, a FAST adviser in Korea, is
fluent in Korean and English, so he can
communicate with Korean and U.S. Sol-
diers who work together on international
projects. Park, an electrical engineer, also
understands the technical language asso-
ciated with satellite communications, so
he provides the link between engineers

and Soldiers.

“I'am part of an interoperability team that

is addressing communication challenges
between the U.S. and Korean Soldiers,”
said Park. “However, it’s not just a lan-
guage barrier. We have had problems
communicating on a technical level for
more than 50 years.”

GROWING THE PROGRAM

The number of FAST advisers, who are
military officers in the Acquisition Corps
and senior Army civilians, fluctuates
according to need. If a new command is
stood up or priorities change, then FAST
advisers are added or moved to other
areas. Lt. Col. Kevin Finch was recently
assigned as the first FAST adviser to U.S.
Army Cyber Command (ARCYBER).
Located at Fort Belvoir, Virginia,
ARCYBER will direct and conduct

cyberspace operations to ensure freedom

of action in the cyberspace and infor-
mation environment and deny access to
adversaries.

Other FAST advisers are assigned to
support more than one command. Maj.
Jimmy Harris wears two hats as FAST
adviser to both the U.S. Army Special
Operations Command and U.S. Army
Forces Command (FORSCOM) until
a full-time FAST adviser is assigned to
FORSCOM.

To prepare new FAST advisers for their
role, RDECOM puts them through an
intensive three-week orientation and
reachback training program, “which
exposes them to the total enterprise of
RDECOM and its full spectrum of capa-
bilities that support Soldiers,” said Jim

Gibson, director of FAST at RDECOM.

While training prepares FAST advisers
for their role, they also need to be well-
rounded and adaptable. “There’s a lot that
has to happen before we get technology
into the warfighter’s hands,” said Smoot.
“I strive for quality, not quantity.”

CONCLUSION
The FAST program began in 1985

and initially covered South Korea

WALKABOUT

A Japanese delegation from the Ground
Systems Research Center visited the

TARDEC Prototype Integration Facility

in Warren, Michigan, in March 2016.

FAST advisers, who are liaisons between
RDECOM and commanders, use prototypes

to solve operational challenges that Soldiers
experience. (Photo by Kimberly Bratic, TARDEC
Public Affairs)

and Germany. In 2003, the program
expanded to the Iraq and Afghanistan
theaters. “The number of FAST advisers
has remained around 28 for several years,
but the program is evolving, and we con-
stantly evaluate our footprint to optimize
our support to current Army priorities,”

said Gibson.

As the program continues to evolve, FAST
advisers will continue to reach back to
RDECOM’s scientists and engineers to
solve commanders’ operational problems.
With innovative projects such as Gloria
the pig, FAST advisers are helping to
develop cutting-edge technology to close
capability gaps and keep Soldiers safe.

For more information, visit http://www.

rdecom.army.mil/FAST/.

MS. ARGIE SARANTINOS-PERRIN, a
public affairs specialist with Huntington
Ingalls Industries — Technical Solutions
Division, prow’des contract — support
to RDECOM. She holds an M.S. in
professional writing and a B.A. in mass
communications from Towson University.
She has 11 years of public affairs experience
supporting DOD.
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MUITIDOMA
MEDICINE

The battlefield of the future could be exponentially
more complex than any the Army has known.
That’s why TATRC is exploring novel ways to treat
and evacuate casualties.

by Mr. Nathan Fisher

n a conference room of the U.S. Army Medical Research and Materiel Com-

mand (USAMRMC) headquarters at Fort Detrick, Maryland, leaders and

staffers listened intently in January as Gen. David G. Perkins, commanding

general of the U.S. Army Training and Doctrine Command, outlined the future
of the Army—the multidomain battlefield.

The operational concept for the multidomain battlefield is built upon the premise that
the joint force will not be able to assume uninterrupted superiority in any domain
(land, sea, air, space and cyberspace) during future operations. The Army and Marine
Corps are developing concepts and strategies for future ground combat operations in
the 2025-40 time frame that require highly capable and dispersed units to create and
exploit temporary windows of advantage.

“Force health protection and health services support to the warfighter will be chal-
lenging in future widespread combat operations and in dispersed ‘self-sufficient force
icons’ characteristic of the type of multiple-domain battle discussed by Gen. Perkins,
and considering the limitations of supplies and equipment, complex acute and critical
care, and minimal medical personnel,” said Gary R. Gilbert, program manager of the
USAMRMC Telemedicine and Advanced Technology Research Center’s (TATRC)
Medical Intelligent Systems.
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The joint force is likely to leverage
manned-unmanned teaming (MUM-T)
capabilities to penetrate high-risk areas
and provide support in contested envi-
ronments to increase reach, capacity and
protection. In the future, command-
ers will employ unmanned systems as
force multipliers in environments where
mobility and resources are limited or non-
existent. Future multipurpose unmanned
system platforms could assist in medical
operations in such environments.

“The growing planned use of unmanned

systems and robotics on the future
battlefield affords both great opportuni-
ties for medical force multipliers as well
as significant operational medicine and
medical research challenges,” Gilbert
said. Medical support from unmanned
systems could provide emergency medi-
cal resupply and deliver blood products
and aid in delivering telehealth or tele-
consultation to support prolonged field
care when evacuation is not possible.
Unmanned systems also could offer
expedited casualty evacuation when
immediate evacuation is not possible
with manned assets.

TATRC is working to prepare the Army
for this uncertain future. Its Operational
headed by
Gilbert, is a robust group of research sci-
entists and technologists from the fields
of artificial intelligence, engineering,

Telemedicine Laboratory,

computer science, telecommunications
and robotics, as well as experienced
rescarch managers and field operators in
combat health services support and force
health protection.

The laboratory’s goal is to leverage
enabling technologies in diverse sci-
entific domains such as artificial
intelligence, robotics, mechanical engi-
neering, linguistics, cognitive psychology,

computer science, telecommunications,

VIRTUAL DOCTORS

The Autonomous Critical Care System shown here is being developed by the Office of Naval
Research to autonomously maintain a patient during transport through patient monitoring and
closed-loop control systems. (U.S. Army TATRC photo by J. Adam Wyatt)

biomonitors, sensors, medical diagnosis
and treatment, to enable force health
protection mission command and vir-
tual health support for the multidomain
battle at the point of injury, during
prehospital evacuation and at medical
treatment facilities in remote locations
and in hazardous or denied areas.

UNMANNED SYSTEM TESTS

Future operations in megacities and
dense urban areas provide an example of
an environment that presents significant
challenges to freedom of movement and
protection. Adversaries in megacities will
be able to blend in with a dense popula-
tion of noncombatants and will exploit
vertical, surface-level and subterranean
spaces to conceal threats. Securing and
sustaining safe routes for troop transport,

medical evacuation and logistics support
will be extremely difficult in this highly

complex threat environment.

The future operational environment,
which could be anything from a megacity
to an austere location, is likely to cause
severe restrictions on the mobility of vehi-
cles used for medical missions, including
both air and ground platforms used for
medical evacuation (medevac), casualty
evacuation (casevac) and medical logis-
tics missions resulting from area denial
challenges. Casevac differs from medevac
in that neither the casevac vehicle nor its
operators are necessarily dedicated medi-
cal assets. In situations where medical
resources are already spread thin, the
mobility of medical resources becomes of
paramount importance.
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CASEVAC BY AIR

The DP-14, a small tandem VTOL UAS in development by Dragonfly Pictures Inc., is an example of
an emerging UAS platform that could provide emergency medical supply and expedited casevac
in future environments in which manned assets are not available. (U.S. Army photo by J. Adam

Wyatt, TATRC)

“Unmanned and autonomous platforms
have the potential to completely rewrite
the medical doctrine for how we con-
duct emergency resupply of unmanned
and autonomous platforms, including
whole blood products delivered directly
to the point of need, as well as monitored
casevac missions when dedicated medi-
cal evacuation assets are unavailable or
are otherwise denied entry because of
weather, terrain or enemy activity,” said

Col. Daniel R. Kral, TATRC commander.

To develop medical platforms for the
TATRC

exploits emerging robotic and unmanned

warfighter, leverages  and
systems from other government labora-
tories as well as academic and industry
partners. Employing existing systems

enables TATRC to save money and

resources while developing solutions for
service members more quickly.

INTEGRATING TELEMEDICINE
AND UNMANNED SYSTEMS

The Army and the other services are
currently developing unmanned aerial
system (UAS) capabilities for logistics
operations. These capabilities probably
will be extended to casevac missions in
future operational environments where
conventional medical assets are denied
access or are otherwise unavailable.
To realize the potential benefits of an
unmanned casevac and medical resupply
mission capability, a human-computer

(HCI)

control (C2) infrastructure needed to be

interface and command-and-
developed for the combat medic to effec-

tively interface with unmanned vehicle

platforms. TATRC has used two Small
Business Innovation Research (SBIR)
contracts to develop two prototype HCI
and C2 applications that would enable
combat medics to use existing Nett
Warrior-type end user devices to interact
with emerging UAS logistics platforms
assigned to medical resupply and casevac
missions.

The overall goal of this project was to
develop an application on a handheld
device that would provide the capabil-
ity to a medic, with little or no training
in a vertical takeoff and landing opera-
tion, to interact with a UAS to complete
unmanned casevac and resupply mis-
sions. The application provides the medic
in the field situational awareness of the
aircraft’s mission status and the ability
to provide high-level commands to the
UAS, such as permission to land after
arriving at the specified landing zone and
permission to take off after the supplies
have been unloaded or the casualty has
been secured. Because of the high mental
demands placed on the medic in the field,
the human-computer interface needs
to be both intuitive and efficient, and
require only supervisory-level control

from the field medic.

TATRC and Neya Systems LLC con-
ducted a successful field demonstration in
August 2016 of a casualty evacuation mis-
sion using the Lockheed Martin Corp.
K-MAX UAS employing the Vertical
Takeoffand Landing (VTOL) Evacuation
and Resupply Tactical Interface (VERTT).
During the demonstration, the VERTI
application was used to plan and execute
a casevac mission using an unmanned
ground vehicle (UGV) and the K-MAX
UAS platform. The UGV assisted in
casualty extraction to the UAS evacua-
tion point, where the simulated casualty
was secured on the K-MAX UAS and

evacuated to a medical treatment facility.
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During casualty transport on both the
UGV and UAS, the VERTTI application
enabled tactical information flow from an
operational telemedicine patient monitor
to a medical care provider at the receiving
medical treatment facility. Telemedicine
data was integrated with the existing tac-
tical radio network used for command
and control of the unmanned systems
through the VERTT application.

This capability allows seamless medical
data exchange for medical operations
using unmanned systems from the point
of injury through arrival at the medical
training facility, including transmission
of an electronic Tactical Combat Casu-
alty Care Card DD Form 1380 and live

streaming of vital signs while en route.

BY LAND

Another SBIR program that Gilbert
and his team are sponsoring is a robotic
technology to assist combat medics in
the field when using emerging UGV
platforms for casualty transport. Future
UGV platforms, like the Army Squad
Mission Equipment Transport (SMET)
UGV, are designed to support multiple
mission payloads and to fill a secondary
role for providing casevac. The goal of the
SMET program is to develop a UGV that
can follow an infantry squad and help
carry its equipment and supplies during
dismounted operations, enabling the
squad to sustain itself over longer inter-
vals of time and distance.

An additional mission of SMET is to
transport a casualty from at or near the
point of injury back to a safe location
for further assessment and treatment.
TATRC initiated two SBIR projects
aimed at demonstrating an innovative
and novel medical module payload for
future military UGVs that would pro-
vide casevac capability for the SMET and
enable patients to be loaded and secured

Roll bar kit (optional)
Gantry crane kit

Litter attachment kit

Litter (optional)

WECNA. "

Besrer Technolody, Bester Worid

OUT OF HARM’S WAY

RE2 Robotics of Pittsburgh, top, and Vecna Technologies Inc. of Cambridge, Massachusetts, are
developing electromechanical systems that use robotic technologies to enable a single medic to
load a casualty on a litter onto a SMET unmanned ground vehicle as quickly as possible near the
point of injury, for eventual transport back to a casualty collection or medical evacuation point.
The two small businesses are working under Phase Il SBIR contracts. (Graphics by RE2 Robotics,
top, and Vecna Technologies)
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“The growing planned
use of unmanned
systems and robotics
on the future

battlefield affords both

great opportunities
for medical force
multipliers as well as
significant operational
medicine and medical
research challenges.”

for movement by just one first-responder
Soldier instead of the usual two. This
would help save lives while minimizing
diversion of warfighters from their pri-
mary duties.

The SMET UGV casevac module proto-
typing effort is in Phase II of development.
Two different companies are prototyping
SMET casevac systems, and while the
basic SMET vehicle is intended to be the
same, each of these companies is follow-
ing a different approach to prototyping
the casevac module and loading patients
onto the vehicle.

BY AIR

The TATRC team is developing a UAS
research platform that is much smaller
than traditionally piloted vertical takeoff
and landing aircraft. It has the potential
to provide some unique capability for
medical logistics compared with larger
aircraft. Because of the increased mobil-
ity of the smaller aircraft, for example,
it requires a much smaller landing zone,
which increases the number of available
landing zones in difficult terrain.

TATRC is currently testing this UAS
research platform to address operational
gaps in future medical mission areas and
to mature the capability of using UAS for
emergency medical resupply and casevac.
This UAS is intended to be used as a plat-
form to aid in the development and test
of innovative methods of providing en
route care and limiting patient exposure
to harmful environmental conditions
during unmanned system casevac. The
research project aims to develop tech-
nologies and procedures to ensure that
unmanned systems can be safely and
effectively employed to provide medical
logistics support or expedited casevac
in future operational environments in
which manned assets are not available or
are denied access.

“We are partnering with the U.S. Army
Aeromedical Research Laboratory and
Dragonfly Pictures Inc. to test this sys-
tem,” said Gilbert. (Dragonfly is a U.S.
industry leader in small rotary wing
unmanned aerial vehicles)) “With fund-
ing from the Defense Health Agency
Joint Program Committee for Com-
bat Casualty Care, we are currently
initiating a research project to provide a
cost-effective UAS research platform for
the operational testing and evaluation
of emerging en route care and medical

resupply technologies.”

CONCLUSION

The medical application of unmanned
systems and robotics in future environ-
ments has the potential to evolve health
support throughout the range of military
operations, and this includes peacetime
humanitarian support missions.

In the not-too-distant future, according
to Gilbert, unmanned aerial systems are
likely to be used heavily in combat opera-
tions in dense urban environments because
of the increased freedom of movement

that they afford to a wide range of mis-
sion types. These unmanned systems will
be multipurpose in nature. They could be
called upon in support of critical medical
missions if certain medical-specific con-
siderations are addressed as these future
unmanned systems platforms are being
developed. Support from unmanned sys-
tems could become increasingly important
in other situations in which mobility is
restricted, such as during a natural disas-
ter or other mass casualty event.

“We heard everything that Perkins said,
and we are already conducting research
in how to use these unmanned systems to
support medical missions on the multido-
main battlefield,” Gilbert said. “While the
formulation of the doctrine, tactics, tech-
niques and procedures that would provide
these types of capabilities to medics to use
in combat are still in their infancy, our
research is focused directly on identifying
and providing the enabling technologies
that will be needed, and that is the pri-
mary mission of TATRC.”

For more information abour TATRC, go
to  http://lwww.tatre.org/www/default.
html.

MR. NATHAN FISHER bhas been a
project manager, mechanical engineer and
roboticist with TATRC since 2014. Before
that, he spent eight years as a mechanical
supporting the and

manufacturing of various vebicle systems,

engineer desz'gn
including military combat vehicles and
commercial aircraft systems. His current
professional  focus is the adapration of
emerging robotic technologies to provide
future capabilities for combat medics in
Jfar-forward operational environments. He
holds an M.S. in mechanical engineering
from  Johns Hopkins University and a
B.S. in mechanical engineering from the

University of Maryland.
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MEET RAMBO

The additive-manufactured RAMBO system includes an NSRDEC-designed
stand-alone kit with printed adjustable buttstock, mounts, grips and other
modifications—modifications made possible by the quick turnaround afforded
by 3-D printing. (U.S. Army photo by Sunny Burns, ARDEC)

—
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RAMBO'S
PREMIERE

A first for ARDEC: Researchers fire 3-D printed
ammo out of a 3-D printed grenade launcher.

by Mr. Seung kook “Sunny” Burns and Mr. James Zunino

esearchers at the U.S. Army Armament Research, Development

and Engineering Center (ARDEC) successfully fired the first gre-

nade created with a 3-D printer from a grenade launcher that was

produced the same way. This demonstration shows that additive
manufacturing (commonly known as 3-D printing) has a potential future
in weapon prototype development, which could allow engineers to provide
munitions to Soldiers more quickly.

'The printed grenade launcher, named RAMBO (Rapid Additively Manufac-
tured Ballistics Ordnance), was the culmination of six months of collaborative
effort by the U.S. Army Research, Development and Engineering Com-
mand (RDECOM), the U.S. Army Manufacturing Technology (ManTech)
Program and America Makes, the national accelerator for additive manufac-
turing and 3-D printing.

RAMBO is a tangible testament to the utility and maturation of addi-
tive manufacturing. It epitomizes a new era of rapidly developed, testable
prototypes that will accelerate the rate at which researchers’ advances are
incorporated into fieldable weapons that further enable warfighters. Addi-
tive manufacturing (AM) is an enabling technology that builds successive
layers of materials to create a three-dimensional object. Every component in
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the M203A1 grenade launcher, except
springs and fasteners, was produced using
AM techniques and processes. The barrel
and receiver were fabricated in alumi-
num using a direct metal laser sintering
process. This process uses high-powered
precision lasers to heat the particles of
powder below their melting point, essen-
tially welding the fine metal powder layer
by layer until a finished object is formed.
Other components, like the trigger and
firing pin, were printed in 4340 alloy
steel, which matches the material of the
traditional production parts.

WHITHER RAMBO?

The purpose of this project was to dem-
onstrate the utility of AM for the design
and production of armament systems.
A 40 mm grenade launcher (M203A1)
and munitions (M781) were selected as
candidate systems. The technology dem-
onstrator did not aim to illustrate whether
the grenade launcher and munition could
be made cheaper, lighter or better than
traditional mass-production methods.
Instead, researchers sought to determine
whether AM technologies were mature

enough to build an entire weapon sys-
tem and the materials’ properties robust
enough to create a properly functioning

armament.

To be able to additively manufacture a
one-off, working testable prototype of
something as complex as an armament
system would radically accelerate the
speed and efficiency with which modi-
fications and fixes are delivered to the
warfighter. AM doesn’t require expensive
and time-intensive tooling. Researchers
would be able to manufacture multiple
variations of a design during a single
printing build in a matter of hours or
days. This would expedite research-
ers’ advances and system improvements:
Instead of waiting months for a proto-
type, researchers would be able to print
a multitude of different prototypes that
could be tested in a matter of days.

AS SIMPLE AS

PRINT AND DONE:?

Depending on a part’s complexity, there
can be numerous steps involved before

it is ready for use. For instance, in the

Rapidly created
prototypes and kits
that included custom
handgrips based on
warfighter requests

and specifications —
customization made
possible because of
the design freedoms
and rapid turnaround

afforded by AM.

case of RAMBO, the printed alumi-
num receiver and barrel required some
machining and tumbling. After printing,
the components were cut from the build
plate, and then support material was
removed from the receiver.

LESS BUCKS, MORE BANG

More than 90 percent of the components in
the prototype grenade launcher, top, were
printed with AM, in just 35 hours and on

a single build plate. ARDEC researchers
developed the AM effort to identify better
methods for producing the fielded grenade
launcher, shown at the bottom of the photo.
(U.S. Army photo by Sunny Burns, ARDEC)
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SHOTS FIRED

These M781 components were produced during a six-month collaborative effort that
involved RDECOM, ManTech and America Makes, the national accelerator for additive
manufacturing and 3-D printing. Modeling and simulation were used throughout the
project to verify that the printed materials had sufficient structural integrity to function
properly. (U.S. Army photo by Sunny Burns, ARDEC)

The barrel was printed vertically with the rifling. After it was
removed from the build plate, two tangs were broken off and the
barrel was tumbled in an abrasive rock bath to polish the sur-
face. The receiver required more post-process machining to meet
the tighter dimensional requirements. Once post-processing was
complete, the barrel and receiver underwent Type 111 hard-coat
anodizing, a coating process that’s also used for conventionally
manufactured components of the M203A1. Anodizing creates
an extremely hard, abrasion-resistant outer layer on the exposed
surface of the aluminum.

The barrel and receiver took about 70 hours to print and required
around five hours of post-process machining. The cost for pow-
dered metals varies but is in the realm of $100 a pound. This
may sound like a lot of time and expensive material, but given
that the machine prints unmanned and there is no scrap mate-
rial, the time and cost savings that can be gained through AM
are staggering. The tooling and setup needed to make such intri-
cate parts through conventional methods would take months
and tens of thousands of dollars, and would require a machinist
who has the esoteric machining expertise to manufacture things

like the rifling on the barrel.

PRINTING 40 MM AMMO

Beyond AM fabrication of the weapon system, ManTech also
requested that a munition be printed. Two RDECOM research
and development centers, the U.S. Army Edgewood Chemical
and Biological Center (ECBC) and the U.S. Army Research
Laboratory (ARL), participated in this phase of the project to
demonstrate RDECOM’s cross-organizational capabilities and
teaming. An integrated product team selected the M781 40 mm
training round because it is simple and does not involve any
energetics—explosives, propellants and pyrotechnics are still
awaiting approval for use in 3-D printing.

The M781 consists of four main parts: the windshield, the pro-
jectile body, the cartridge case and a .38-caliber cartridge case.
The windshield and cartridge case are traditionally made by
injection molding glass-filled nylon. Using multiple AM systems
at multiple locations helped emphasize manufacturing readiness
and the Army’s capability to design, fabricate, integrate and test
components while meeting tolerances, requirements and design
rules. ARL and ECBC used selective laser sintering and other
AM processes to print glass-filled nylon cartridge cases and
windshields for the rounds.

[
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TECHNOLOGY TAKES OFF

The AM-produced M781 leaves the muzzle after successful firing in October 2016. Further
maturationof the AM process will mean that prototypes can be tested and built in days instead
of months, and™dgsigns that lighten, simplify and optimize armaments will now be feasible.

(U.S. Army photo By Louis Schnibbe, ARDEC)

The .38-caliber cartridge case was the only component of the
M781 that was not printed. Instead, it was purchased and pressed
into the additively manufactured cartridge case. Research and
development is underway at ARDEC to print energetics and
propellants.

THE PROJECTILE BODY

In current production, the M781 projectile body is made of
zinc: I’s easy to mass-produce through die-casting, it’s a dense
material and it’s relatively soft. The hardness of the projec-
tile body is critical, because the rifling of the barrel has to
cut into the softer obturating ring of the projectile body. The
rifling imparts spin on the round as it travels down the barrel,
which improves the round’s acrodynamic stability and accu-
racy once it exits the barrel. Currently, 3-D printing of zinc is
not feasible within the Army. Part of the beauty of AM is that
changes can be made quickly and there is no need for retool-
ing, so four alternative approaches were taken to overcome this

capability gap:

The first approach was to print the projectile body in alumi-
num as an alternative material. The problem with that approach
is that aluminum is less dense than zinc; therefore, when
fired, the projectile achieves higher speeds than system design

specifications call for. Interestingly, even though the barrel and
projectile body were printed from the same aluminum material,
because the printed barrel was hard-coat anodized, it allowed
for proper rifling engagement with the softer untreated printed
aluminum projectile body.

The second approach was to print the projectile body in steel,
which better meets the weight requirements, and then mold a
urethane obturating ring onto it. The obturating ring is required
to ensure proper engagement and rifling in the aluminum bar-
rel. We couldn’t keep the obturating ring as steel, like we did
with the first approach, because steel is a lot harder than alu-
minum, and even with the hard-coat anodization it would have
destroyed the grenade launcher’s barrel. So for this approach,
the projectile body’s design was modified to take advantage of
design for AM.

The original projectile body designs did not consider AM fab-
rication and processing. For this AM technology demonstrator,
the design was modified to take advantage of AM design rules to
reduce the amount of post-machining required. This approach
also used 3-D printing to fabricate a “negative” mold and then
create a silicone positive mold to produce an obturating ring
onto the printed munition bodies.
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The third approach also used a groove and obturating ring, but
instead of overmolding, the plastic was printed directly onto the
steel projectile body using a printer with a rotary axis.

The fourth approach used a wax printer to 3-D print projectile
bodies. Using the lost-wax casting process, plaster was poured
around the wax bodies and allowed to set. Once set, the hard-
ened plaster mold was heated and the wax melted away. Molten
zinc was then poured into the plaster mold to cast the zinc pro-
jectile bodies.

RAMBO DEBUTS

ARDEC researchers used modeling and simulation through-
out the project to verify whether the printed materials would
have sufficient structural integrity to function properly. Live-
fire testing was used to further validate the designs and
fabrication. The printed grenade launcher and printed training
rounds were live-fire tested for the first time on Oct. 12, 2016,
at the Armament Technology Facility at Picatinny Arsenal,
New Jersey.

Testing included live firing at indoor ranges and outdoor test
facilities. The system was remotely fired for safety reasons, and
the tests were filmed on high-speed video. The testing included

15 test shots with no signs of degradation. All the printed rounds
were successfully fired, and the printed launcher performed as
expected. There was no wear from the barrel, all the systems
held together and the rounds met muzzle velocities within 5
percent of a production M781 fired from a production-grade
grenade launcher. The variation in velocities were a result of
the cartridge case cracking, and the issue was quickly recti-
fied with a slight design change and additional 3-D printing.
This demonstrates a major advantage using AM: The design
was modified and quickly fabricated without the need for new
tooling and manufacturing modifications that conventional
production would require. More in-depth analysis of material
properties and certification is underway. The RAMBO system
and associated components and rounds are undergoing further
testing to evaluate reliability, survivability, failure rates and

mechanisms.

THE WARFIGHTER WEIGHS IN

Before the live-fire testing, the U.S. Army Natick Soldier
Research, Development and Engineering Center (NSRDEC)
gathered warfighter input from the 2nd Battalion, 504th Para-
chute Infantry Regiment of the 82nd Airborne Division. The
regiment was consulted on features and capabilities it would
like to have available on the M203A1 grenade launcher. Using
that feedback, NSRDEC created the stand-alone kit for
RAMBO. The M203 grenade launcher is typically mounted
under other Soldier weapons. NSRDEC researchers took
advantage of AM and rapidly created prototypes and kits that

RAMBO epitomizes a new era of
rapidly developed, testable profotypes
that will accelerate the rate ot

which researchers’ advances are
incorporated into fieldable weapons
that further enable warfighters.
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IDENTIFYING NEW SOLUTIONS

Wax molds are ready for placement in plaster molds, one of four methods used to print the M781
ammunition. Zinc, used in the projectile body of the round, cannot be 3-D printed, but since AM
affords quick changes and eliminates the need for retooling, alternatives could easily be explored
to identify a new component that could be used. (U.S. Army photo by Sunny Burns, ARDEC)

NUTS AND BOLTS

There are 50 components in the M203 grenade launcher, and all of the parts except for springs
and fasteners were produced with 3-D printing. This was a promising first for ARDEC. (U.S. Army

photo by Sunny Burns, ARDEC)

included custom handgrips based on
warfighter requests and specifications—
customization made possible because
of the design freedoms and rapid turn-

around afforded by AM.

3-D COMMUNITY

OF PRACTICE CHIPS IN

The concept and funding for this proj-
ect initially came from ManTech and
ARDEC. ARDEC managed and exe-
cuted the project with collaboration
from other RDECOM AM commu-
nity of practice and associated member
organizations. Some of that collabora-
tion was ad hoc and need-based—the
need to find certain printing capabilities
that ARDEC lacked, for example—and
other collaborative efforts represented a
concerted effort to leverage the experi-
ence and expertise of the community of
practice.

Key organizations included ARDEC,
Army ManTech, ARL, ECBC, NSRDEC,
America Makes, DOD laboratories and
several small businesses. ARL worked
with ECBC for development of printed
glass-filled nylon cartridge cases, and
with NSRDEC for designs and fabrica-
tion of the printed standalone kits with
Soldier-requested variations.

The Army Special Services Division at
Fort Meade, Maryland, expeditiously
printed aluminum barrels and receivers
to complement ARDEC’s capabilities for
additive manufacturing of metals. Amer-
ica Makes developed and printed finely
tuned AM barrels and receivers. The
project also included services from several
small businesses and AM service houses.
The cross-organization teaming between
government and industry illustrated the
current state of the art for AM and the
robustness and manufacturing readiness
of AM as an enabling technology for cur-
rent and future U.S. production.
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CONCLUSION

The 40 mm AM-produced grenade
launcher and components were a high-
lighted project at the 2016 Defense
Manufacturing Conference. Although
there are still many challenges to be
addressed before Armywide adoption of
AM, demonstrations like this one show
the technology’s advances. Successfully
firing an AM-produced weapon system
validates AM maturation and applicabil-
ity in armament production.

By using AM, researchers and developers
will be able to build and test their pro-
totypes in a matter of days rather than
months. Designs and parts previously
unachievable can now be realized. Com-
plex designs that lighten, simplify and
optimize armaments are now feasible
and manufacturable. These advances will
improve products and facilitate faster and
more efficient transition from the labs to
the field, further enabling our warfighters.

For more information, contact the authors
at seungkook.k.burns.civ@mail.mil or
james.l.zunino.civ@mail.mil.

MR. SEUNG KOOK “SUNNY” BURNS
is a protoryping engineer for ARDEC
at Picatinny Arsenal. He holds a master
of engineering degree in mechanical
engineering and a bachelor of engineering
degree from the Stevens Institute of
Technology. He is the ARDEC project officer
for the Additive Manufacturing of 40 mm
Grenade, Launcher and Components.

MR. JAMES ZUNINO is a materials engi-
neer for ARDEC at Picatinny Arsenal. He
is a leading subject matter expert for AM
and co-chair of the Army AM Community
of Practice. He holds an MBA and a B.S.
in chemical engineering from the New Jer-

sey Institute of Technology.
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LOCK, STOCK AND BARREL

Modeling and simulation verified whether the printed materials, including the barrel shown

here, would have sufficient structural integrity to function properly. Live-fire testing conducted in
October 2016 confirmed the models’ results. (U.S. Army photo by Raymond Chaplin, ARDEC)

AFTERMATH

AM-printed rounds like this one were fired from the 3-D printed launcher at indoor ranges and

outdoor facilities. Fifteen test shots did not produce any signs of degradation, and the rounds’

muzzle velocities were within 5 percent of the velocities achieved by standard launchers. (U.S.

Army photo by Sunny Burns, ARDEC)
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MS. TARA CLARK

COMMAND/ORGANIZATION:
U.S. Army Engineering and Support Center,
Huntsville, Alabama

DAWIA CERTIFICATIONS:

Level Il in facilities engineering

AWARDS:
Huntsville Center Project Manager of the

Year; Achievement Medal for Civilian Service;
EDUCATION:

MBA, The Citadel; B.S. in mechanical
engineering, Geneva College; professional
engineer — Pennsylvania and certified Project
Management Professional

Europe District Hero of the Battle; Certificate
of Achievement, NATO Special Opera-
tions Headquarters Project Delivery Team;

TITLE:

Ballistic missile defense project manager
Certificate of Achievement, Interagency and
International Services Project Delivery Team;
Certificate of Achievement, Phased Adaptive
Approach Romanian Planning Charrette

YEARS OF SERVICE IN WORKFORCE: 14

A career marked by big transitions

n her 14 years of working for the federal government,

Tara Clark’s career has taken her from one service to

another, across Europe and back to Alabama. Along

the way, she’s learned about the challenges of working
overseas, the benefits of professional certification and the
importance of learning from one’s mistakes.

She started her career with the Naval Facilities Engineering
Command (NAVFAC) in 2002, and developed a solid foot-
ing in both engineering and acquisition. “NAVFAC pushed
hard to make sure I achieved each facilities engineering certi-
fication level as it became available,” said Clark. While with
NAVFAC she also obtained her professional engineer certi-
fication and earned an MBA. “I think it was critical that I
had a good foundation in my mechanical discipline before
jumping over to the program and project management side,”

she said.

In early 2009, she was offered two positions outside the con-
tinental United States, one with NAVFAC Europe Africa
Southwest Asia in Naples, Italy, and one with the U.S. Army
Corps of Engineers’ (USACE) Europe District in Wiesbaden,
Germany. The Europe District offer was as the mechanical
engineer for the Missile Defense Agency (MDA) European
Interceptor Site, “an exciting and groundbreaking project,”
Clark noted. After careful consideration, she took the Europe
District job, spending five years there as a mechanical engi-
neer on Army, Air Force, humanitarian aid and other foreign
projects.

“One of my most interesting mechanical projects was prepar-

ing the planning and design RFP [request for proposal] for
telemedicine centers in Albania,” she said. “Linking rural
facilities to the main hospital in Tirana [Albania’s capital]
as well as stateside facilities gave rural doctors a chance to
consult with specialists to solve challenging cases.”
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CONTRACTING

In early 2011, she transitioned to a project manager (PM) post in
the Missile Defense Branch. “At that time, we were just begin-
ning work on the presidentially mandated European Phased
Adaptive Approach [EPAA], designed to deal with the threat
posed by Iranian short- and intermediate-range ballistic missiles
to U.S. assets, personnel and allies in Europe,” she said.

Clark was the PM for the Phase I implementation of the EPAA
program, a radar component of the land-based Aegis Ashore
Ballistic Missile Defense (BMD) System, which was success-
fully brought online in December 2011. The Aegis Ashore BMD
System is the first operational land-based version of the Aegis
Combat System, which combines phased-array radars, fire con-
trol directors, computers and missiles.

She considers the position an important one in her career devel-
opment: “It was a unique opportunity that allowed me to work
at an extreme pace on a very unusual project with a presidential
mandate.” She worked on a handful of different projects for the

EXCEEDING EXPECTATIONS

Clark receives the Huntsville Center Project Manager of the Year Award
from Col. Robert J. Ruch, then commander at the center, at an award
ceremony in June 2016. (Photo by Rusty Torbett, Visual Information
Specialist, U.S. Army Corps of Engineers)

program until 2014, when she accepted a job offer at the Hunts-
ville Center.

Now, as a ballistic missile defense PM, she manages MDA-
authorized projects from cradle to grave and leads product
delivery teams in developing solutions to provide the MDA with
facilities and infrastructure that meet its needs. “The systems
are constantly being improved to better protect the U.S. home-
land, its territories and allies,” she said. “The projects I work
on are vital to the protection of our nation, and in my little
way | am making a difference.” At Huntsville Center, with prior
agreement by the host USACE district, she has been oversee-
ing small MDA construction and repair projects at Vandenberg
Air Force Base, California; Clear Air Force Station, Alaska; and
other locations.

“As a PM, I'm a facilitator, translator and link,” said Clark. “A PM
needs to be able to listen and translate unusual customer needs
into something that can be accomplished through your program
office.” A positive attitude helps with the challenges that the
position presents, she said. “I try to look for the positive, and
challenges are just opportunities to exceed expectations,” she
said. “Since Huntsville Center can only take projects that have
been turned down by the geographical district, we always are

>

given projects that give us opportunities to exceed expectations.’

Looking back on her career, Clark noted that she has had some
exceptional supervisors and mentors. “An early PM supervisor
at NAVFAC Mid-Atlantic had so much faith in my ability that
he tasked me with repairing the fractured relationship between
Marine Corps Air Station Cherry Point [North Carolina] and
my branch. T was so successful that I was named the PM lead
for this base,” she said. “When I was in Europe, my supervisor
pretty much let me handle the work and trusted that I would
brief him as needed. And Huntsville Center gave me the oppor-
tunity to temporarily act as manager over the BMD program
when the program manager had to take off for emergency medi-
cal leave.”

Those experiences have taught her wisdom she offers as advice
for others: “Learn your strengths and maximize these areas.
Understand and forgive your weaknesses. Take training when
it is offered, and participate in the classes. And if you make a
mistake, learn from it and move on.”

—MS. SUSAN L. FOLLETT
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KEEPING
CONITRACTS FROM

CRASHING

When reality strikes in contract administration

for Army helicopters, DCMA Sikorsky Aircraft -
Stratford fills in the gaps with real-time information
and critical multifunctional expertise.

by Maj. Rob Massey and Staff Sgt. Daniel Martin

n every contracting course and every contracting office, you hear a

familiar refrain: “The perfect contract is just a modification away.” Yet

even after incorporating that modification, circumstances and events

inevitably will require input and intervention from the organization
charged to administer the contract.

Enter the Defense Contract Management Agency (DCMA), an organization
responsible for providing contract management support to some of the most
complicated contracts across DOD. A case study is the Army’s contract for
the UH/HH-60 Black Hawk utility helicopter. Within DCMA, the contract
management office (CMO) at DCMA Sikorsky Aircraft — Stratford ensures
that the Army receives a high-quality product that conforms to the contract.
Located in Stratford, Connecticut, DCMA Sikorsky Aircraft essentially is
the last line of defense between the warfighter and an inferior helicopter.

Complicated aviation contracts, like the one for the Black Hawk—with the
current model entering its 15th year of production—often require expertise
that is rare in the acquisition community. DCMA Sikorsky Aircraft is able to
manage the nuances of aviation-centric contracts by employing some of the
best-trained and most experienced military test pilots and aviation ground

support personnel available in DOD.
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KEEPING CONTRACTS FROM CRASHING

There’s no such thing as
autopilot when it comes to
complex contract administration,
including the post-award phase.

TESTING, TESTING

Chief Warrant Officer 4 Vance Corey, a government flight acceptance
pilot and government flight representative with DCMA Sikorsky Aircraft

— Stratford, completes a government flight acceptance test on a UH-60M
Black Hawk helicopter in Stratford, Connecticut. DCMA Sikorsky Aircraft's
experienced military test pilots help the contract management office
perform its key function as the last line of defense between Soldiers and

a helicopter that doesn’t perform as needed. (Photo courtesy of Maj. Rob

Massey, DCMA Sikorsky Aircraft — Strafford)

One of DCMA’s 46 contract management offices, the Stratford
organization has existed in various capacities since the 1960s
to provide support for defense contracts awarded to Sikorsky,
the manufacturer of a half-dozen rotary wing platforms includ-
ing the Black Hawk. Originally Sikorsky Aircraft, the company
has been an element of Lockheed Martin Corp. since Novem-
ber 2015. DCMA Sikorsky Aircraft provides contract oversight
and flight operations support to multiple contracts that together
combine to produce over 2,500 flying hours annually—more

than any other office within DCMA.

MANY PLAYERS, ONE TEAM

Multiply the complexities of contracting by the complexities
of a military helicopter, and you get an idea of the diversity
of skills that DCMA Sikorsky Aircraft requires to operate

successfully.

Within DCMA, government ground representatives (GGRs) are
responsible for developing and implementing surveillance plans
to support the contract. These comprehensive plans allow GGRs,
along with quality assurance personnel, to balance resources
with contract risk to ensure that the government routinely
inspects the most important tasks performed by the contrac-
tor. These experts bring an aviation background to the contract
administration process, ensuring a high-quality, conforming
helicopter and allowing them to manage the contractor’s flight
operations, which is critical to ensuring a safe work environment
for both government and contractor personnel. The GGR’s role
in contract administration is important to reducing risk to mis-
sion, troops and funds.

The functions delegated to DCMA Sikorsky Aircraft under Part
42 of the Federal Acquisition Regulation enable the Army and
the contractor to continue production in those instances that
the contract could not or did not foresee. On the Army’s most
recent B